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Who is Brainframe?
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MISSION

CONCEPTION

Brainframe started as a one-man project in Luxemburg to devise an inexpensive solution to effectively
counter the typically expensive and complex-process driven solutions for the digital enterprise.

With the driving force of a recognized GRC expert and CISO - seeing how enterprises are increasingly

impacted by expanding regulations and cyber risks — the Brainframe solution constantly provides proof

to be highly cost-effective with intuitive usage and automation concepts for an entire organization.

MISSION STATEMENT

We are democratizing GRC by making it available to any size company and digitalize, centralize and remove all
inefficiencies in security, compliance and regulatory work while bringing companies, consultants and suppliers closer

together in an all-in-one management platform to optimize the work of the limited specialists on the market.

BRAINFRAME EVOLUTION

Today, Brainframe has a dedicated R&D team and deployment services and consultancy force.

The Brainframe GRC SaaS$ platform is a successful reference solution for both consultants and end-customers alike,
with a zero-churn and a strongly growing customer base in the IT services and GRC domains.

With continuous expert user influenced improvements from an operational user community and customer closed

loop feedback, the focus is always on offering direct value via a pragmatic cost-efficient software deployment.

This approach allows to include Al and GRC 5.0 technical evolutions to stay on the crest of the digitalization wave.

WWW.BRAINFRAME.COM
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‘ Roadmap
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Brainframe Understands your GRC Challenges

Insufficient GRC specialists

* Expensive to keep competency internally/train new people/align with existing work
e General move to “As a service/consultants”

Inefficient GRC work

e Loss of time reinventing the wheel, duplicating work and missing best practices.
e Lack of standardisation in tools & content to be efficient (prevents JIT support)
e Lack of knowledge retention (on avg. people stay 2-3y)

* GRC Specialists should focus on actions, not documentation

Lack of visibility in assets & risks
e Missing Primary/supporting asset identification and documentation
e Missing Business requirements (RTO/RPO/...)
e Missing view on dependencies between assets, risks and incidents
* Increasing (cyber) risks are not identified/quantified/managed

Task management
e Difficult to decide what work to prioritize and how to follow up

Regulatory pressure DORA, NIS2:
e Higher pressure from boards due to Risk of big fines/permit loss
e Missing standardisation for auditing/reporting 1 OX
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One digital vault for all your GRC work
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All-in-One Solution . ©=RanNil/rRame

A first of its kind management solution combining e BRA|N\(?O’FRAME COM

ISMS’ GRC’ AMT’ QMS and DMS in one Single TECHNOLGOGTIES

—l a
. . ) —1L Document management Versions & approvals :=| Documenttemplates
platform  for an  efficient  establishment, ij") & PP = P
implementation, maintenance, collaboration,
Jooool® o}
o o . . . ﬂ . - .
certification and continuous improvement of any E"' Asset management %A Risk management M,Pr*’“ sl MePPing

framework, regulation or standard with quick access

< ge Task management @ Workflows Request forms
to trusted specialists. @ . {SEI a
A modular platform that can effortlessly scale out in ‘E—g; Roadmaps & timeline @ Objectives tracker ﬂ Maturity tracker
both volume and functional scope dimensions.
(&) [ > — ==
giiz3 Document distribution - T Diagram editor = Dependency tracker
SAVE TIME (SAVE MONEY) INCREASE OUTPUT
Due to all-in-one digitalization More with fewer resources Website snapshots g Multi customer/entity 0ee Muchmore..
REDUCE RISKS
With central context and asset aware views SaaS DeIivery - In the cloud or self-hosted

ISMS: Information Security Management System, GRC: Governance Risk and Compliance

QMS: Quality Management System, DMS: Document Management System, AMT: Asset management tool WWW.BRAINERAME.COM
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User interface

BRA |N.‘ .—F'R AME T_E L v INBOX » Brainfrome ISMS > Standerds > 2. DO > A5 - Organisationa.. CISOMatIC
A.5 - Organisational Controls
O\ Search [E] ® General v + 7 0
S
ES Files @ Applicable legislation +
v T B I U X' X, &  AvertaPE~ 14~
asks |
I}. | Assets & risks =l = = = e B ks
M Workbench I. | Audits + ‘
' ' Objective: To provide management direction and support
= Overview @ BCP & DRP plans + for lr?formotlon security in accordance with .busmess
requirements and relevant laws and regulations. (e.g.
& Primary assets @ Checkiists + important contacts,, breach procedures, o
data handling, threat intelligence, Project | Cenvert To Note
ClmimnniBimnbine Aok cvnbnnbine memmnem mmebenl (ddanbie,
1@ Vendors @® Form replies +
a .
& Forms I}. | GDPR + ‘ v Policy (25)  Procedure (46)
@ Timeline @® Incidents = =
TITLE L Filter MODIFIED DATE !
A Risks + IO | Brainframe ISMS + l I. | Meeting notes = 5 ‘ s
: JB ' & W /s-policy -Employee
a1 KPis @ Non-conformities and corrective...  + Handbook and Policy Quick 06/06/202410:21 pr
Reference
%! Collections I}. | Outsourcing and Suppliers = ‘ - " "
' = cp-risk-mgmt - Ris
. Mp J e 06/06/2024 12:13 pr
& Distributions '@ | People + | anagement Process
¢ SoA ® Performance and KPis + B 8 cp-risk-mitigation -Risk 06/06/2024 11:43 ar
Mitigation and Monitoring
@ Ideas/Roadmap ® Risks + . : .
@ A5 - Organisational Controls + E B Business Risk Assessment
= @ Roles and responsibilities + Seney and Treatment 06/06/2024 11:24 ar
= Profile l. | 1. PLAN + l l. | A.6 - People controls + Methodology.docx
& @® Stakeholders +
Settings 2L - ; + ) cp-risk-assess - Risk
® 200 @® A7 - Physical controls B B ‘ 06/06/2024 11:08 ar
@® Stondards (2) + Assessment and Analysis
@ Logout J. | 3. CHECK = l @® A8 - Technological controls +
' 5 B cp-risk-registry - Risk )
| = PRI 05/06/2024 09:47 p
. J. | 4. ACT + | @ Unused controls + Registry
DC CISOMatic :
Switch Workspace Q

B B cp-risk-mgmt-objectives -

05/06/2024 09:41
Risk Management Objectives /96 P

JO,

¥ BRAINFRAME TECHNOLOGIES s.arl.

PRIVACY POLICY  20240605-3654 B sdic - Secure Product

>
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All modules always included

......

BrRAING Y JFRAME
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CISOMatic

L v INBOX » Brainfrome ISMS > Standards » 2. DO > A5 - Organisctiona

Modules

Files

Tasks

Workbench

Overview

Primary cssets

Vendors

@ Applicable legislation

'@ | Assets & risks

@ | Audits

@ BCP&DRP plans
@® Checklists

@ Form replies

A.5 - Organisational Controls

£ 12 3

= = = » = Insert v

B I U X X, &  AvertaPE~ 14 v

Obijective: To provide management direction and support
for information security in accordance with business
requirements and relevant laws and regulations. (e.g.

important contacts,, breach procedures, o
data handling, threat intelligence, Project | Cenvert To Note

ClmimnniBimnbine Aok cvnbnnbine memmnem mmebenl (ddanbie,

Fome @ | Gopr v IR rolicy(25)  Procedure (46)
Timeline @ Incidents 2
TITLE ¢ 4 Filter MODIFIED DATE
Risks '@ | Brainframe ISM$ '@ | Meeting notes "
& W /s-policy -Employee
KPls @ | Nonsconfarmitisn ond comective.. Handbook and Policy Quick 06/06/2024 10:21 pr
Reference
Collections !. | Outsourcing and Suppliers
g B cp-risk-mgmt - Risk
= Mp g e 06/06/2024 12:13 pr
Distributions @ | People anagement Frocess
SoA . Performonce and KP!S ﬁ . Cp’fjsk'nTitigOtion & RlSk 06/06/2024 11.43 ar
Mitigation and Monitoring
@ Ideas/Roadmap ® Risks . : .
@ As- Organisational Controls E B Business Risk Assessment
@ Roles and responsibilities Senasy and Treatment 06/06/2024 11:24 ar
3 : ‘
= Profile l‘ | 1. PLAN | l‘ | A.6 - People controls Methodology.docx
o @® Stakeholders
Settings - ; ) cp-risk-assess - Risk
® 200 @® A7 - Physical controls B B . 06/06/2024 11:08 ar
@® Stondards (2) Assessment and Analysis
® Logout l‘ | 3. CHECK . @ A.B-Technological controls
3| cp-risk-registry - Risk
‘ | & 8 cpriskcragistry 05/06/2024 09:47 p
: ;‘ | 4.ACT . @ Unused controls Registry
DC CISOMatic '
St ®\ B B cp-risk-mgmt-objectives -
P J : T 05/06/2024 09:41 pi
(__)\ Risk Management Objectives
Y BRAINFRAME TECHNOLOGIES s.Grl
PRIVACY POLICY  20240605-3654 R B solc - Secure Product




Document management - Visual hierarchy
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¥ BRAINFRAME TECHNOLOGIES s.arl.

PRIVACY POLICY 2022£0605-3654

Search

Tasks

Workbench

Overview

Primary cssets

Vendors

Forms

Timeline

Brainfrome ISMS > Standards >

2.D0O > AL - Organisationa..

@ Applicable legislation

[. | Assets & risks

] ® | Audits

@® BCP &DRP plans
® Checklists

@ Form replies

'@ | GDPR

@® Incidents

Risks '@ | Brainframe ISMS

+ l I. | Meeting notes

KPls
Collections
Distributions
SoA

Ideas/Roadmap

Profile

Settings

Logout

CISOMatic

Switch Workspace

@ Non-conformities and corrective...

I. | Outsourcing and Suppliers

[ ®  People

Performance and KPls

Risks

Roles and responsibilities

Stakeholders

Standards

® A.5 - Organisational Controls

Generol

Folder structure

@ | 1.pLAN

1 @®  A.6-People controls

® 200

'@ | 3.CHECK

@ | a.AcT

@® A7 - Physical controls
@® A8 - Technological controls

@® Unused controls

[vew -]

® General v +

A.5 - Organisational Controls

KSR

BRAIN |
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CISOMatic

7 B

Uu X X s Averta PE 14 v

= = » = Insert v

Objective: To provide management direction and support
for information security in accordance with business

requirements and relevant laws and regulations. (e.g.
important contacts,, breach procedures, o
data handling, threat intelligence, Project | Cenvert To Note

ClmimnmiBmmbimn

v Policy (25) Procedure (46)

TITLE ¢ Q, Filter

E

B is-policy - Employee
Handbook and Policy Quick
Reference

B cp-risk-mgmt - Risk
Management Process

B cp-risk-mitigation - Risk
Mitigation and Monitoring

B Business Risk Assessment
and Treatment

Methodology.docx

B cp-risk-assess - Risk
Assessment and Analysis

B cp-risk-reqgistry - Risk
Registry

B cp-risk-mgmt-objectives -
Risk Management Objectives

B sdic - Secure Product

Aribri nvnbnnbine s mnebenl lAdanbie

MODIFIED DATE {

06/06/2024 10:21 pt

06/06/2024 12:13 pr

06/06/2024 11:43 ar

06/06/2024 11:24 ar

06/06/2024 11:08 ar

05/06/2024 09:47 p

05/06/2024 09:41 pi




IMPORT EXISTING

@ =

— 1 2 A
<§,:,Document management | Document templates Versions & approvals

ONLYOFFICE File Home Insert Draw Layout References Collaboration View Plugins

- :
— _— =] =] Calibri Light 18 v A A Aav  EvEYZYE E IS~
= T B I USANAL-A-O [E = q-2 - E No spacing

BRAIN

FRAME

o\

Policies for information security |
This policy is effective as of 1 July 2024.

Information We Collect

Information we collect falls into one of two categories: “voluntarily provided” inf
“automatically collected” information.

|

“Voluntarily provided” information refers to any information you knowingly and
when using or participating in any of our services and promotions.

Al cnm

Document comments & notifications

Integrated version control,
change history and document 2FA Document approvals

age tracking Use your docs as templates

WWW.BRAINFRAME.COM
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Document management - Folders

Folder view

ERAlN- —F'RAME = v INBOX » Brainfrome ISMS > Standerds > 2. DO > A5 - Organisationa.. v

) A.5 - Organisational Controls
A Search ® General v +

7 B

Es Files

@ Applicable legislation +
X, & AvertaPE~ 4~
v Tasks .
!} @ | Assets & risks =l = = = e B ks
M Workbench e ) Folder notes
' ' Objective: To provide management direction and support
= Overview @ BCP & DRP plans + for information security in accordance with business
requirements and relevant laws and regulations. (e.g.
& Primary assets @ Checkiists + important contacts,, breach procedures, o
data handling, threat intelligence, Project | Cenvert To Note
'e. V do . + ClmimnniBimnbine Aok cvnbnnbine memmnem mmebenl (ddanbie,
endors F li
it eiai Document age color
= .
& Forms '@ | GDPR + | v Policy (25)  Procedure (46)
@ Timeline @® Incidents + =
TITLE L Filter MODIFIED DATE
A Risks + j’ | Brainframe ISMS + l j. | Meeting notes = 5 ‘
: JB ' B is-policy - Employee
an KPls @ Non-conformities and corrective...  + Document type Handbook and Policy Quick 06/06/202410:21 pr
Reference
% Collections l. | Outsourcing and Suppliers + | =
’ ' cp-risk-mgmt - Risk
. Mp J e 06/06/2024 12:13 pr
& Distributions '@ | People =l anagement Process
¢ SoA ® Performance and KPis + 8 cperislo-mit igation = Risk 06/06/2024 11:43 ar
Mitigation and Monitoring
@ Ideas/Roadmap ® Risks + : .
@ As- Organisational Controls B Business Risk Assessment
@ Roles and responsibilities + Seney and Treatment 06/06/2024 11:24 ar
. .
= Profile l. | 1. PLAN + l @®  A.6-People controls + | Methodology.docx
& @® Stakeholders +
Settings = Physt cp-risk-assess - Risk
® 200 + @® A7 - Physical controls + W cpri i . 06/06/2024 11:08 ar
@® Stondards (2) + Assessment and Analysis
& Logout l. | 3. CHECK =+ 1 ® A8 - Technological controls +
cp-risk-registry - Risk
| B cp-risicregistry 05/06/2024 09:47 p
. l. | 4. ACT + | @ Unused controls + Registry
DC CISOMatic :
Switch Woerkspace Q

B cp-risk-mgmt-objectives -
Risk Management Objectives

05/06/2024 09:41 pi

JO,

& BRAINFRAME TECHNOLOGIES s.arl

PRIVACY POLICY 202£0605-3654
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Document management - Create/Link

Search

Files

Tasks
Workbench
Overview
Primary cssets
Vendors
Forms
Timeline
Risks

KPIs
Collections
Distributions
SoA

Ideas/Roadmap
Profile

Settings

Logout

CISOMatic

Switch Workspace

-

¥ BRAINFRAME TECHNOLOGIES s.arl.

PRIVACY POLICY

20220605-3654

4=

P v INBOX » Brainfrome ISMS > Standards > 2. DO > AL - Organisationa

@ Applicable legislation

[. | Assets & risks

I ® | Audits

@ BCP &DRP plans
@® Checklists

@ Form replies

'@ | GDPR

@® Incidents

'@ | Brainframe ISMS

+ } l. | Meeting notes

@ Non-conformities and corrective...

[. | Outsourcing and Suppliers

[ ®  People

@® Performance and KPls

Risks

Roles and responsibilities

Stakeholders

Standards

J

Searchable website snapshots

Diagram editor

-’ —

7= Link to task in ASANA

© Link to task in JIRA

Link to task in Monday.com
& Link to Confluence

£ 3 Link to Azure Devops

Link to SharePoint

Link to existing

@ A-5- Organisational Controls +
Generol
l ® | 1.PLAN l ’! @®  A.6-People controls + ‘
® 200 @® A7 - Physical controls +
I @ | 3. CHECK . @ AB8-Technological controls +
l @®  aAcT . @ Unused controls +

JO,

>

KSR
-
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TR n s LO0GH S

CISOMatic

Create content

A.5 - Organisational Controls
o s
(®» General v +
d support
Action to take ness
. le.g.
Audit report ahig 1cg
Core Business Service ~miit
Corrective or preventive action (CAPA)
Disaster recovery plan (DRP)
D DATE {

Dynamic approvals onlyoffice

Dynamic approvals summernote

Exception form

Inventory of Service assets

S Q4 QA C Q4 Q

Meeting notes

Mitigaton ana Monitoring

B B Business Risk Assessment
and Treatment
Methodology.docx

06/06/2024 11:24 ar

) -risk- - Risk

B W cpriskassase-Riki 06/06/2024 11:08 ar
Assessment and Analysis

| -risk-registry - Risk

& B r.m s 05/06/2024 09:47 p
Registry

B B cp-risk-mgmt-objectives -

05/06/2024 09:41
Risk Management Objectives /96 P

E B sdic - Secure Product




KSR
-

BRAINL JJFRAM

Searchable website snapshots

CVE Vulnerabilities, Terms & conditions, Documentation, ...

- m Vulnerability (2)
Risk management Website snapshots
Title | Filter

@ CVE-2022-4135 | Microsoft Edge GPU heap-based overflow

@® CVE-2022-1606 | M-Files Server privileges management

{ }i.‘\" ) Files Workbench Overview Assets Forms Timeline Risks KPIs ns Distributions SoA Q, Search
DOCUMENT RISK KPI PLANNING REMINDER prod® CVE-2022-4135 | Microsoft Edge GPU heap-based overflow X
2L Vulnhub ~
(® Threats and vulnerabilities v e
Latest Versio... ¥  Assign Version 5 minutes ago

B I U X X & Roboto 14~

https://vuldb.com/7id.214612
A vulnerability was found in Microsoft Edge. It has been declared as critical. This vulnerzbility was named CVE-2022-4135. It is recommended 1o apply a patch
Insert ¥

to fix this issue.

https://vuldb.com/

VDB-214612 -CVE-2022-2135

MICROSOFT EDGE GPU HEAP-BASED
OVERH_OW [ Create new document v T ®

ENTRY HISTORY DFF cn

Add Website

URL of website

https://vuIndb.com/?id.214609|

m Website (1)

Title | Filter

| LEYT
® We will make an image snapshot of the whole page and @ Microsoft

analyse its contents so you can easily find it bock in the future

CVSS Meta Temp Score current Exploit Price (=) CT!Interest Score CVE-2022-4135 | Microsoft Edge GPU heap-

6.0 $5k-$25k 3 80- based overflow

Cancel [ Create ’

A wiinerability was found in Micrasoft Edge (Web Browser) (the affected version is unknown). It
has been declared as citical. This vulnerability affects some unknown processing of the
component GPU. The manipulation with an unknown input leads to a heap-based overflow
vulnerability. The CWE definition for the vulnerability is CWE122. Aheap overflow condition is a
buffer overflow, where the buffer that can be overwrittenis allocatedin the heap portion of memory,
generally meaning that the buffer was al located using a routine such as malloc{). Asanimpactitis
knownto affect confidentiality, integrity and avail ability.

WWW.BRAINFRAME.COM
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Standardize your Compliance Work

Asset management

paao]®

= A
%Document management | Document templates

N [ N

100+ Industry specific document types & templates —

Or define your own document templates
- s | e—

= Role and responsibilities . ‘ ; Printer, fax, scanner or copy machine
I~ Business Objective KPI @ Impact $ Accounting system ms Documentation system =2 Operating system (0S) @b IT Room, Datacenter or cloud provider = Py
:. Stakeholder/Interested party . . _— : ; = Server
- s [=] + ¢ =
@ Business risk B Policy X*  Algorithm @ Domain name (DNS or similar) [ PDF &% Internet gateway provider/device (ISP)
#¢ Supplier or subcontractor " ) o A ; =1 Warehouse, storage or container
# Certificate i Procedie & Authentication system = Email I~ Sales system Inventory of physical assets
%" Visual Collection L . L] Workstation
= - . —
Company W Security incident & Backend system O -Email ystem & Sharepointdocument # Measurement device
i - . . Intellectual Property
=0 Administrative security control ) L . ) )
& Competitor l~2  Security objective KPI Backups # Encryption key, software or mechanism ™ Software &5 Network router
e i Legal risk
ms Auditable proof : e )
ao Consultant @ Technical security control B Billing system (B Frontend system © Software Firewall &5 Network switch
; o Non disclosure agreement
E5 Business Continuity Plan = .
@ Contact person ». Theat X Bus/Communication system © Helpdesk system I* Source code repository #%  Other device
@ Confidentiality, integrity or availability Risk | « Threat acing | - Fatent, contract, certificate or.ownership
;32 Customer i 3% CRM @ Image B Spreadsheet L Phone
@ Guideline Regulation, Legislation or standard
= 1 ofs
> i Vulnerabilit i i o i
4 Decision - ity & Cloud SaaS Product/Service ©U Intrusion detection system (IDS) @& Technology L] Physical asset
by ISMSM Regulatory exemption
¥ anagement review meeting . : ) )
%22 Department or Workina aroup - Controller(s) of the data it Namnanu landina nana ar nartal D Mobile app 4. Wehservice O PhySICaI firewall

WWW.BRAINFRAME.COM
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Example: Create a “Data processing activity”

......

BrRAING Y JFRAME

R

P v CISOMatic

INBOX » Brainfrome ISMS > Standards > 2. DO > AL - Organisationa

Identifier Title

A.5 - Organisational Controls

Q, Search DP_001 ¥ Support ticket processing Q@ Markdown B Gl o 72 B
~Unique identifiers
Linked Documents
t: Files Supplier or subcontractor @
pzendesk X Link to existing assets/documents i & % 8 eabEw
v Tasks
= = = » = Insert v

M Workbench

Document Properties @

Obijective: To provide management direction and support

i= Overview Data processing role " ® Data Processor v for information security in accordance with business

requirements and relevant laws and regulations. (e.g.

important contacts,, breach procedures, o
data handling, threat intelligence, Project | Cenvert To Note

& Primary assets Data protection impact assessment (DPIA) * ® Not Required X  Add Muitiple Properties

@ Vendors Data subject * @ Customers X  Prospective Customers X Add Multiple Properties AR B, SRS SRR SRR N e e
¥ Legal basis for processing = ® 1.b) - :
& Forms g p g Contract {Art 6.1.b G All Policy (25) Procedure (46)
@ Timeline Nature of data = @® Contact information: Email addresses X Contact information: Phone numbers X Personal Identifier: Names X E
TITLE ¢ L Filter MODIFIED DATE
Add Multiple Properties
A Risks A P 3 "
; 3 ; E B is-policy - Employee
A5 KPls Origin of data Direct from Data Subject X Add Multiple Properties Handbook and Policy Quick 06/06/2024 10:21 pr
Reference
Recipients " ® Internal Departments X  Add Multiple Properties
%! Collections a . o
= cp-risk-mgmt - Risk
¢ ; i : 06/06/2024 12:13 pr
B Diskikuiions Special categories of personal data ® Add Multiple Properties Management Process / P

E B cp-risk-mitigation - Risk

¢ SoA - o g e g ; 06/06/2024 11:43 ar
e Y B I U X X, & #® sansserifr - A~ =E = = Tiv 8- Insetv  © [ w - & X < 1 Mitigation and Monitoring {
@ Ideas/Roadma .
P & B Business Risk Assessment
1. General and Treatment 06/06/2024 11:24 ar
8 £
= Profile Document ID: Suppeort ticket processing Methodology.docx
. Data Subject: =
& Settings B B cp-risk-assess - Risk ;
Identify the category or categories of data subjects (e.g., employees, customers, users). Assessment and Analysis 06/06/2024 1:08 ar
& Logout Customers Prospective Customers
3 B cp-risk-registry - Risk %
Nature of Data: = Bl 05/06/2024 09:47 p
. Registry
DC CISOMatic Specify the types of personal data being processed (e.g., contact information, employment details). @\
sWitct forks e .
St e Contact information: Email addresses  Contact information: Phone numbers  Personal Identifier: Names B B cp-risk-mgmt-objectives -
] L 05/06/2024 09:41 pi
(__)\ Risk Management Objectives
S SRAINFRAME TECHNOLOGIES s.trl.
PRIVACY POLICY 20220605-3654  Legal Basis of Processing: b B sdic - Secure Product




Example: Create a “Data processing activity”
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BRA lN.m-FRQ ME E L v INBOX > Brainfrome ISMS > Standards » 2. DO > AS - Organisationa CISOMatIC
i e | X A.5 - Organisational Controls
Q. Search DP_001 v Support ticket processing @ Markdown L J } i B Gl & 7 B
Linked Documents —~ @ >
() :
t: Files Supplier or subcontractor @
f Zendesk B I U X X, S  AvetoPEv 14+
v Tasks
= =E = o E Insert v
M Workbench e Fully customizable document properties depending on document type
Obijective: To provide management direction and support
i= Overview Data processing role " ® Data Processor for information security in accordance with business
requirements and relevant laws and regulations. (e.g.
& Primary assets Data protection impact assessment (DPIA) " ® Not Required X  Add Muitiple Properties important contacts,, breach procedures, o
data handling, threat intelligence, Project | Cenvert To Note
@ Vendors Data subject " @ Customers X  Prospective Customers X Add Multiple Properties oo e T
¥ Legal basis for processing ~ ® 1b)
& Forms g p g Contract {Art 6.1.b G Policy (25) Procedure (46)
@ Timeline Nature of data = @® Contact information: Email addresses X Contact information: Phone numbers X Personal Identifier: Names X E
TITLE ¢ L Filter MODIFIED DATE
Add Multiple Properties
A Risks P 3 "
; 3 ; E B is-policy - Employee
= Kols Origin of data Direct from Data Subject X  Add Multiple Properties Handbook and Policy Quick 06/06/2024 10:21 pr
Reference
Recipients " ® Internal Departments X  Add Multiple Properties
%, Collections a . p—s
= cp-risk-mgmt - Ris
~ : i » 06/06/2024 12:13 pr
B Diskikuiions Special categories of personal data ® Add Multiple Properties Management Process / P

SoA

E B cp-risk-mitigation - Risk

- }:-v B 1 U 3 x‘ S - sans-serif » 4~ A v = = = Ti~ B Insert » D (a] 'm -— = X <> Mltlgotlon and Monitoring 06/06/2024 11:43 ar
@ Ideas/Roadma .
P & B Business Risk Assessment
1. General and Treatment 06/06/2024 11:24 ar
. N
= Profile Document ID: Support ticket processing Methodology.docx
. Data Subject: =
& Settings B B cp-risk-assess - Risk ;
Identify the category or categories of data subjects (e.g., employees, customers, users). Assessment and Analysis 06/06/2024 11:08 ar
® Logout Customers  Prospective Customers
3 B cp-risk-registry - Risk _
Nature of Data: = Bl 05/06/2024 09:47 p
. Registry
'DC) CISOMatic Specify the types of personal data being processed (e.g., contact information, employment details).
Switch Workspace Q

Contact information: Email addresses ~ Contact information: Phone numbers  Personal Identifier: Names E B cp-risk-mgmt-objectives -

05/06/2024 09:41
Risk Management Objectives /96 P

JO,

¥ BRAINFRAME TECHNOLOGIES s.arl.

PRIVACY POLICY 20220605-2654  Legal Basis of Processing:

B sdic - Secure Product

>
-
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Example: Create a “Data processing activity”

......

BRA lN.m-FR AME E L v INBOX > Brainfrome ISMS > Standards » 2. DO > AS - Organisationa CISOMatIC
lden_uh.er Title . . .
7 5! [creaTe AND ADD To workaencH | [create | X A.5 - Organisational Controls
(. Search DP_001 v Support ticket processing Q' Markdown L — — —— J } — i ® General v + f -
Linked Documents 8 3 :
t: Files Supplier or subcontractor @
f Zendesk B I U X X, S  AvetoPEv 14+
v Tasks
_— = =V » = Insert =
m Workbench Document Properties @
Obijective: To provide management direction and support
i= Overview Data processing role " ® Data Processor = for information security in accordance with business
requirements and relevant laws and regulations. (e.g.
w Primary assets Data protection impact assessment (DPIA) " © Not Required X  Add Muitiple Properties important contacts, breach procedures, o
data handling, threat intelligence, Project | Cenvert To Note
@ Vendors Data subject * @ Customers X  Prospective Customers X  Add Multiple Properties S=cshesiasas s s S
¥ Legal basis for processing = ® 1.b) -
& Forms g P g Gontract{At6-Lb v Policy (25) Procedure (46)
@ Timeline Nature of data ~ ® Contact information: Email addresses X Contact information: Phone numbers X Personal Identifier; Names X .
TITLE ¢ L Filter MODIFIED DATE
Add Multiple Properties
A Risks J P 3 :
: _ ‘ & W /s-policy -Employee
= Kols Origin of data Direct from Data Subject X  Add Multiple Properties Handbook and Policy Quick 06/06/2024 10:21 pt
Reference
Recipients " ® Internal Departments X  Add Multiple Properties
%, Collections - " o
2 cp-risk-mgmt - Ris :
Special categories of personal data ® Add Multiple Properties Manaaement Process 06/06/2024 12:13 pr
& Distributions g
a E B cp-risk-mitigation - Risk ‘
gy oA e > g B [ U X X, § A& sansserfr 14~ i By  Insetvy & [&] - - Mitigation and Monitoring R/ 2N TR
@ Ideas/Roadma .
P 1 G | B B Business Risk Assessment
. Genera . . . and Treatment 06/06/2024 11:24 ar
® prsfile HTML/Markdown/PDF/Word/Excel/PowerPoint templates with variables
- i Document ID: Support ticket processing Methodology.docx
. Data Subject: =
& Settings B B cp-risk-assess - Risk ;
Identify the category or categories of data subjects (e.g., employees, customers, users). Assessment and Analysis 06/06/2024 11:08 ar
® Logout Customers  Prospective Customers
3 W cp-risk-registry - Risk _
Nature of Data: = Bl 05/06/2024 09:47 p
. Registry
DC) CISOMatic Specify the types of personal data being processed (e.g., contact information, employment details).
I Contact information: Email oddresses  Contact information: Phone numbers  Personal Identifier: Names E N cp-risk-mgmt-objectives -

05/06/2024 09:41
Risk Management Objectives /96 P

¥ BRAINFRAME TECHNOLOGIES s.arl.

PRIVACY POLICY 20220605-2654 || Legal Basis of Processing: B sdic - Secure Product
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ocument management - eX|st|ng
.RAINmFRAME E PV INBOX > demo > L Everythingisad..) GDPR Document view CISOMati¢
e P ; : = GDPR ~
QL Search BDocument A & M@ @ 8 Support ticket processing & Maturity not configured Y9 O M X NEW ~ & Sormerdlisd Z B 'S S
& Revisions » = Governance » & Dependencies(2) > @ Properties(id) > | & Linked Documents(8) v @ Linked AsProperty(0) > & Tasks(0} »  © Comments(6) >
A\ Builder > Database (1)  Data retention policy (1)
Supplier or subcontractor ® =
t: Files
Me Zendesk 0
o TITLE < Filter MODIFIED DATE !
M Workbench Helpdesk system & W Zendesk 28/04/2024 05:02 pm
= Overview © Zendesk
&5 Account creation and
& Primary assets 27/02/2024 12:09 pm
management
Personcl data @
1@ Suppliers
3 Forms & email W first nome % lost name & phone number 8 GDPR Processing activities 27/02/2024 08:56 am
S
@ Timeline Data retention policy ® gl ¥ Support ticket processing 27/02/2024 08:32 am
A Risks
B Automoted data removal support &2 Online reservation process 27/02/2024 08:30 am
P
i KPis
X Collections Procassors) & [P address 26/02/2024 06:03 pm
SEE 8 Zendesk
& Distributions ) O credit card number 26/02/2024 06:02 pm
¢ SoA
Document Type: Version: S 89 Zendesk 07/02/2024 09:53 am
@ |deas/Roadma
B Chief information security officer - CISO ProcessingActivity 010 BRAIN m FRAME
EH Documentation & phone number 07/02/2024 09:52 am
S Profile Support ticket processing
® |ost name 07/02/2024 09:52 am
8 Settings
@ Logout Revision History ® first name 07/02/2024 09:52 am

Created/Reviewed By
James Bond

Version ~ Date Description of changes

0:1.0 (Created) 17/09/2024 08:02 Initial version

& Automated data removal
support

3. ASK QUESTION 07/02/2024 09:51 am

CISOMatic
Switch Workspoce

1. General

@ email 22/12/2023 03:40 pm

‘DA’
i Document ID: Support ticket processing

S AWS RDS - tourist site 05/11/2022 12:20 pm

0 SRAINFRAME TECHNOLOGIES sael

DPIA Owner: Chief information security officer - CISO

PRIVACY POLICY 20240913-3843 iu - Stl’ipe 04/11/2022 06:13 pm

Data Subject:
Identify the category or categories of data subjects (e.g., employees, customers, users).

Customers  Prospective Customers

WWW.BRAINFRAME.COM
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Document management - existing

BRAINmF’RAME E PV INBOX > demo > L Everythingisoad..) GDPR CISOMatic
% : BDocument A & @ @ 98 Support ticket processing £ Maturity not configured P Y9 O O x ‘ NEW ~ iy 7 0O & @
QL Search aturity not configured . (o) @i Ganaral -t &/
& Revisions > = Governance » & Dependencies(2) > W Properties(14) > & Linked Documents(8) v @ Linked As Property (0) > & Tasks (0} > O Comments (6) >
A Builder ) > m Database (1) Data retention policy (1)
Supplier or subcontractor ® .
E® Files All linked documents
G p-Zendesk TITLE ¢ Q. Filter MODIFIED DATE ¢
M Workbench Helpdesk system §= [ Zendesk 28/04/2024 05:02 pm
= Overview © Zendesk
&5 Account creation and
& Primary assets B 27/02/2024 12:09 pm
Personal data @ g
1@ Suppliers
L Forms & email W first nome % lost name & phone number 8 GDPR Processing activities 27/02/2024 08:56 am
fard
@ Timeline Data retention policy ® &2 Support ticket processing 27/02/2024 08:32 am
A Risks
B Automoted data removal support &2 Online reservation process 27/02/2024 08:30 am
P
i KPis
% Collections Processurs) ® [P address 26/02/2024 06:03 pm
S 8 Zendesk
& Distributions ® credit card number 26/02/2024 06:02 pm
¢ SoA
Owner: Document Type: Version: R 8 Zendesk 07/02/2024 09:53 am
@ Ideas/Roadma
B Chief information security officer - CISO ProcessingActivity 0.1.0 BRAIN m FRAME
B Documentation Title & phone number 07/02/2024 09:52 am
S Profile Support ticket processing
R |ost name 07/02/2024 09:52 am
8 Settings
@ Logout Revision History ® first name 07/02/2024 09:52 am
Version ~ Date Created/Reviewed By Description of changes
0.1.0 (Created) 17/09/2024 08:02 James Bond Initial version 8 Aiitomated dotd removal S
3. ASK QUESTION support :
DA C!SOMatic 1. General & email 22/12/2023 03:40 pm
Switch Workspoce
Document ID: Support ticket processing
S AWS RDS - tourist site 05/11/2022 12:20 pm
O BRAINFRAME TECHNOLOGIES =021 DPIA Owner: Chief information security officer - CISO
PRIVACY POLICY 20240913-3843 :W - Stl’ipe OA/11/2022 06:13 pm

Data Subject:
Identify the category or categories of data subjects (e.qg., employees, customers, users).

Customers  Prospective Customers

WWW.BRAINFRAME.COM
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Document management - existing

BRNNmF'RAME E v INBOX > demo > L Everythingisoad..) GDPR CISOMatit¢
e - . : o GDPR ~
(1 Search B Document A i @ @ % Support ticket processing & Maturity not configured Y9 O @O x NEW ~ ® General v+ 7 0O £ &
& Revisions > = Governance » & Dependencies(2) > W Properties(14) > & Linked Documents(8) v @ Linked As Property (0) > & Tasks (0} > O Comments (6) >
A Builder Dtb )  Data retention policy (1
Supplier or subcontractor ® ADD x J - Sanee (i enion Py
Ee Files
M Zendesk 0 =
o TITLE < Filter MODIFIED DATE !
M Workbench Helpdesk system ” B Zendesk 28/04/2024 05:02 pm
= Overview © Zendesk
&2 Account creation and
& Primary assets 27/02/2024 12:09 pm
management
Personal data @
1@ Suppliers
& Forms & email ® first nome & lost name @ phone number 8 GDPR Processing activities 27/02/2024 08:56 am
St
@ Timeline Data retention policy ® &2 Support ticket processing 27/02/2024 08:32 am
A Risks
B Automated data removal support &2 Online reservation process 27/02/2024 08:30 am
P
i KPis
% Collections Procassors) &® [P address 26/02/2024 06:03 pm
S 8 Zendesk . c .
& Distributions Document header with version/approval/change details 5788 credit card humber 26/02/2024 06:02 pm
¢ SoA
Dacument Type: Version: g Zendesk 07/02/2024 09:53 am
@ |deas/Roadma
B Chief information security officer - CISO ProcessingActivity 0.1.0 BRAIN m FRAME
EH Documentation phone number 07/02/2024 09:52 am
S Profile Support ticket processing
last name 07/02/2024 09:52 am
8 Settings
Revision History - :
# Logout first name 07/02/2024 09:52 am

3. ASK QUESTION

DA CISOMatic
Switch Workspoce
& SBRAINFRAME TECHNOLOGIES s 6.1,

PRIVACY POLICY

20240913-3843

Version

0.1.0 (Created)

1. General
Document ID: Support ticket processing
DPIA Owner:

Data Subject:

Date
17/09/2024 08:02

Created/Reviewed By
James Bond

Chief information security officer - CISO

Identify the category or categories of data subjects (e.qg., employees, customers, users).

Customers  Prospective Customers

Description of changes
Initial version

Automated data removal
support

&R email
S AWS RDS - tourist site

&= [ Stripe

07/02/2024 09:51 am

22/12/2023 03:40 pm

05/11/2022 12:20 pm

04/11/2022 06:13 pm

WWW.BRAINFRAME.COM
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Document management - existing

BRAINmF’RAME E PV INBOX > demo > L Everythingisoad..) GDPR CISOMatic
% : BDocument A & @ @ 98 Support ticket processing £ Maturity not configured P Y9 O O x ‘ NEW ~ iy 7 0O & @
QL Search aturity not configured S (&) @i Ganaral -t L
& Revisions > = Governance » & Dependencies(2) > W Properties(14) > & Linked Documents(8) v @ Linked As Property (0) > & Tasks (0} > O Comments (6) >
A Builder thb 1  Data retenti licy (1
Supplier or subcontractor ® ADD & 2 Sl i)
Ee Files ;
G p-Zendesk TITLE ¢ Q. Filter MODIFIED DATE ¢
M Workbench Helpdesk system §= [ Zendesk 28/04/2024 05:02 pm
= Overview © Zendesk
&5 Account creation and
& Primary assets 27/02/2024 12:09 pm
management
Personal data @
1@ Suppliers
L Forms & email W first nome % lost name & phone number 8 GDPR Processing activities 27/02/2024 08:56 am
el
@ Timeline Data retention policy ® &2 Support ticket processing 27/02/2024 08:32 am
A Risks
B Automoted data removal support &2 Online reservation process 27/02/2024 08:30 am
P
i KPis
% Collections Processurs) ® [P address 26/02/2024 06:03 pm
S 8 Zendesk
& Distributions ) O credit card number 26/02/2024 06:02 pm
¢ SoA
Owner: Document Type: Version: R 8 Zendesk 07/02/2024 09:53 am
@ Ideas/Roadma
B Chief information security officer - CISO ProcessingActivity 0.1.0 BRAIN m FRAME
B Documentation Title & phone number 07/02/2024 09:52 am
S Profile Support ticket processing
R |ost name 07/02/2024 09:52 am
8 Settings
@ Logout Revision History ® first name 07/02/2024 09:52 am
Version ~ Date » Created/Reviewed By ~ Description of changes
0.1.0 (Created) 17/09/2024 08:02 James Bond Initial version 8 Aiitomated dotd removal S
3. ASK QUESTION support :
SR, ClsOMatic 1. General HTML/Markdown/PDF/Word/Excel/PowerPoint templates with variables — P02 D340
g Switch Workspoce
Document ID: Support ticket processing
S AWS RDS - tourist site 05/11/2022 12:20 pm
O BRAINFRAME TECHNOLOGIES =021 DPIA Owner: Chief information security officer - CISO
PRIVACY POLICY = 20240913-3843 Ditis Subfct &= [ Stripe 04/11/2022 06:13 pm

Identify the category or categories of data subjects (e.qg., employees, customers, users).

Customers  Prospective Customers

WWW.BRAINFRAME.COM
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Document management - existing

BRNNmFRAME E 5V INBOX » demo > 1 Everythingisoad.. ) GDPR CISOMatit¢
- . s o GDPR ~
Y Searich BDocument A @i M @ 8 Support ticket processing V4 Maturity not configured W (9 @ ] X NEW ~ S Z B g 8

& Revisions » = Governance » & Dependencies(2) > W Properties(1d) > | & Linked Documents(8) v @ Linked AsProperty(0) > & Tasks(0} » © Comments >
A Builder _ > m Database (1) Data retention policy (1)

Supplier or subcontractor ®
Ee Files Create task in Brainframe
7 T R Zendesk TITLE 4 Q. Filter MODIFIED DATE !

Link to task in ASANA
M Workbench Helpdesk system t= W Zendesk 28/04/2024 05:02 pm
. \ Link to task in JIRA
= Overview © Zendesk
&2 Account creation and

<& Primary assets
1@ Suppliers
Forms
Timeline

Risks

2~ B

KPis

ﬁ:

Collections

Distributions

L @

SoA

Ideas/Roadmap
Documentation

Profile

< e M

Settings

£

Logout

3. ASK QUESTION

DA CISOMatic
Switch Workspoce
O BRAINFRAME TECHNOLOGIES s 0.2l

PRIVACY POLICY

20240913-3843

Personcl data @

& email o first name &® lost name

Data retention policy @

B Automated data removal support

Processor(s)

& phone number

8 Zendesk
Owner:
Chief information security officer - CiSO
Title
Revision History
Version _ Date

0.1.0 (Created)

1. General

Document ID: Support ticket processing

17/09/2024 08:02

DPIA Owner: Chief information security officer - CISO

Data Subject:

Document Type: Version:

ProcessingActivity 0.1.0

Support ticket processing

Created/Reviewed By
James Bond

Identify the category or categories of data subjects (e.qg., employees, customers, users).

Customers  Prospective Customers

Link to task in Monday.com

Link to task in Azure Devops

BRAINL 1 ) FRAME

Description of changes
Initial version

9 9 8 M

management

GDPR Processing activities
Support ticket processing
Online reservation process
IP address

credit card number
Zendesk

phone number

last name

first name

Automated data removal
support

email
AWS RDS - tourist site

B Stripe

27/02/2024 12:09 pm

27/02/2024 08:56 am
27/02/2024 08:32 am
27/02/2024 08:30 am
26/02/2024 06:03 pm
26/02/2024 06:02 pm
07/02/2024 09:53 am
07/02/2024 09:52 am
07/02/2024 09:52 am

07/02/2024 09:52 am

07/02/2024 09:51 am

22/12/2023 03:40 pm
05/11/2022 12:20 pm

04/11/2022 06:13 pm

WWW.BRAINFRAME.COM
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Integrated Task Management

Files

Tasks

Workbench

Overview

Primary assets

Vendors

Forms

Timeline

Collections

Distributions

SoA

Ideas/Roadmap

Profile

Settings

Logout

E LV INBOX > E frome ISMS > Standards > 2. DO > A5 - Organisationa

® Sort by deadline @ Show oll tosks @ Show finished tasks

General tasks (3) Access requests (0)

GDPR Requests (0) Incident management {0)

Supplier lifecycle (0)

@ General tasks (3

O Integrate template handbook into new handbook document

O Review approvals and signing of residual risks (wait until all risks are imported)

O Check the privacy and security URL on website
Add Task

@ Access requests (0)
Add Task

@ Asset lifecycle (0)
Add Task

@ Audit planning (0)
Add Task

@ Document review (0)
Add Task

@ Employee lifecycle (0)
Add Task

@ GDPR Requests (0)

Add Task

Asset lifecycle (0)

Legislation (

Audit planning (0)

Non-conformity management (0)

~
(@]
n
-

+ Add Tc

s

Document review (O)

Personal data inventory (0)

+ Add Checklist

YL Ly,
~ -

BRAINL ) FRAME

AP LO0GH S

+ Add Kanban X

Employee lifecycle (0)

&
Risk management (0)
&
o
o
g
Ce



\\\\\\

All you Need to Plan your work

Workflows | % Roadmaps & timeline

@ Task management &

CHECKLISTS REMINDERS

December 2022

KANBAN BOARD GANTT ROADMAPS

November 2022
02 03|04 | 05|06 |07 (08|09 (10 |11 |12 (13|14 |15 |16 |17 |18 |19 |20 (21 |22 |23 (24 |25 (26 (27|28 |29 (30|01 (02|03 |04 (05|06 (07 |08 |09 10| 11

12

13| 14 | 15 {1

CheckList

= - - - — - - — - — — -

CAPA 31-The AWSALBsuseth:
WWW.BRAINFRAME.COM



Workbench & checklists
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Translate any process into an operational Kanban workflow

General tasks

M Todo
M Doing
W Done

GDPR compliance

M Todo
W Doing
W Done

Risk register

M Open — not yet assessed

M Risk aszessed —

W Solution agreed on —

@ Solution in progress (~5,%
' M Solution implemented —

B Rigk accepted and/or

Applicable legislation

M Not in use
M To be reviewed
M Managed

ISMS Corrective Actions & Improvements

M Cpen

W Asseszsed - negotiating

W Awsiting implementation...
M In progress

M Awaiting acceptance...

B Resolved

Security

M Todo
M Doing
M Done

Audit planning

M Todo
M Doing
M Done

Personal data inventory & Record of processing

B Undocumented
M Documented
B Retired/EOL

Security incident management

M Todo

M Assess (A16.1.4).

W Respond (A16.1.5)..

B Review & learn (A16.1.6)...
M Resolved

Employee lifecycle

Primary Asset inventory

Stakeholders and interested parties

M Recruitment

M Onboarding

M Training

B Uptodate

M Role change/Review..
M Cffboarding

B Terminated

&

M Notin use
M To be reviewed
B Managed

&

M Open — not yet assessad
M Risk assessed —

¥ Solution agreed on —

B Solution in progress (»5,%
M Solution implemented —
M Risk accepted and/or

o

WWW.BRAINFRAME.COM



Process To Kanban management

BRAINC)FRAME = & v meOX
Q. Search
fodo (22)
= Files
A 22 - Tightly review scurce code permissions
v Tasks

(gtiad)

1SS Cormectve Acticms & Improvernents

M Workbench

= Overview

Carto RE000N

/" 55 - Document approved removable media

& Primary assets devices (MO, USE, . )
ISMS Corrective Actions § improvermenty
1@ Vendors Cavo SOCHMOND
& F
£ /" 97 - Properly document company providad
& Timeline aas
SMS Corrective Actions & improvernents
A Risks Cartis RICHIMONT
i KPis /" 77 - Access badges contain 100 much
. _ mformation
"% Collections ISMS Cortectve Actons § Inmgrovernenty
& Distributions e
¢ SoA A 7 - implement central password manager

ISALS Conectwe Actons & Invprovements

@ Ideas/Roadmap

& Profile /" 22+ Tightly teview scurce code permissions
(gtlad)
Q& Settings ISMS Cortective Actions & Imgrovements
Cane ICOIOND
® Logout
A 53 - identification of the regulatory
Be CISOMatic requiremnents from stakeholders and reguiatory
%" Switch Workspace bodies

ISME Conectwe Actons § rprovements
& BRAINFRAME TECHNOLOGIES v a.rl.

DOW/A«Y oM Iy INNANENT JL£ECA

@ Assessment (13)

7" 20 - Fix door locks (entrance Demo Group,
back door and server 1oom)

EMS Comective Actions & Improvements

/" CAPA_102 - install smoke detector in
knchon

ESMS Corrective Actonms 4 Ivprovementy
Carto MCHMOND

/" 16 - Check correct icense management 4
Creste documeant 1o track
ISMS Conective Actions & Improvements

Care RICHAMONL

/" 93 - Implement content security policy (CSP)

ISMS Corrective Actions & Improverments

A 17 - Remove special User permissions AZure

ISMS Corrective Aztians 4 Improvements

/" 91 - Automate change management process
for developers

EMS Comrettive Actions £ Improvements

A 6 implement VLANS
ES Comective Actom & Improvemenda

7% 95 - AWS LAM token rotation

@ Awaiting board approval (5)

Konban Table Include Subfolders Sort by deadline O___) Only my tasks ® Show brainframe tasks  Show Cther Workspace Filter risks

/" 94 - Organise extemal pentest

ISMS Corrective Actions B improvements

7" 50 - nstoll lockable file cabinets with fire
protection for physical document protection
ISME Corrective Actioms R improvements

7" 06 - Provwde company workstations for staf!
that have access 10 sensitive data
ISMS Correctse Actions § improvernenty

Carto REIAOND

/" 33 . KP1 - Implement Employee NPS
evaluation

LSMS Corrective Actons & Irmproverrents

A B8 - More clear segregation of duties
between ZT/0S
ISME Corrective Actions B Improvemnenty

Lo REOHMOMD

[J show Risk Details

®

Implementation (7)

2 21 - Ensure crowdstrike is instalied on a3
workstations

1SS Conective Actons & Improverments

A 13 Oap Audt - 3 - 1SO27001/MHDS - BCP
planning « simulation of Gissster
[SMES Corrective Actone & Imgrovernents

A 18 - Ensure all dovices are encrypted

ISMS Cormective Actons & Imgrovements

Cario BN

G

/" B7 - Fully document roles and
responsibilities and competancies

1SMS Conective Actons & Imgeovernents

Caro Mo

/54 Centralize 10gging from network
seCurity gateway nto Datadeg

ISMS Corrective Actons A Imgroreenents

Carvs IO IMOND

7 31 . Vendot/Subcontractor review pn 1)

ISMS Comective Actons £ Ivgrovermnents

/" 438 - implement workstation conditional
pCess

D Show archived files

AP

BRAIN{ Y }FRAME
CISOMatic

Employee lifecycle v XK

®  Monttoring (2)

/" 37 - bire IT manager for
duties

ISMS Covective Aztons & Imp

/19 . GOPR - Comemunic
data per mall
ESMS Corrective Actions § Iy

WWW.BRAINFRAME.COWM



BRAINK Q) FRAME

Gantt Timeline/Planning

sraN({iFRame = 7 v o
(®© Include Subfolders QO Show archived documents “hecklist Timelir Employee lifecycle
lune 202 July 2024
C= Files CheckList 0110203 (04 | 05(06|07 | 08|09 (10 | N 12 |13 |14 [ 15|16 |17 |18 (19 (20 | 21 | 22 | 23 (24 |25 |26 | 27 | 28 (29 |30 | 01| 02|03 (04 | 05|06| 07| 08 | 09 | 1

'(%) R-054 - Insufficient cooling of production servers

if
®
18

& Primary assets
l@' ef {_I

Risk register
& Forms

@ Timeline
A Risks

a1 KPis (!

=4 Distributions

>
w
&

@ |deas/Roadmap

g
1
O
T

= Lo gout

DC

WWW.BRAINFRAME.COM



Track Your Audit Planning

mmo
(%] - -
( ‘\/’ Task management {SE Workflows Roadmaps & timeline
Search document type :
| @# (,I'\I‘) Files Workbench Overview Assets Forms Timeline Risks KPls Collections Distributions SoA Q Search
£
& Action to take Kanban Tasks Tzble (O Include Subfolders () Sortbydeadiine Q) Onlymytasks  Show Other Workspace Filter tasks
@ Audit report Todo (5) ® Dpoing (1) ®

@ AUD-2 - Initial IS027001:2017 audit Stage 2

14 Nov -1

&= Core Business Service

& Nov (2 days)

Audit planning
/* Corrective or preventive action (CAPA) T RO

Micantnr eammeare mlan (DDDY
& AUD-3 - GDPR audit by DPO 2023
08 Jun - 0% Jun (1 days)
Audit planning
James Bond
09/06/2023

% Conduct internal audit
Audit planning

James Bond

01/09/2023

¥ Yearly Fiber consult audit

Audit planning

g
B
E

ool
=

02/2023

@ AUD-4 - OWASP Pentest 2022 - tourist site and SkyPortPR

27 Nov- 07 Dec (4 days)

Audit planning
James Bond
01/12/2022

¥ Yearly external pentest audit on key applications

Audit planning
James Bond

01/09/2023

e
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FeECans s LOGH S

CISOMatic DA
Switch Workspace
Audrit planning v X
Done (3) ®
¥ Review of compliance with policies and procedures by 2% O
managers

13 Oct-21 Oct (8 days)
Audit planning

James Bond

<> AUD-1 1S027001 Initial Blanc audit 10ax Q)

=

26 Sep- 27 Sep (1 days)
Audit planning

James Bond

[ cisoMatic - 1ISO 27001 Rapport d'audit a blanc VD 12z O
10102022.docx
26 Sep - 27 Sep (1 days)

Audit planning

27 &
' ( IIS‘ ) Files Workbench Overvie ets Forms Timeline Risks KPIs Collections Distributions SoA Q  Search
ZO Include Subfolders
September 2022 October 2022 November 2022 Decembe
CheckList 04-10 | 11-17 | 18-24 | 25-0 Review of compliance with policies and procedures D5 | 06-12 | 13-19 [ 20-26 | 27-03 | 04
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ISMS Inventory register

BRAINLJFRAME = ¥ v INBOX CISOMatic
Caar Grouped per document type (26) Totol documents count: 372 X
Title 4t QA Filter Count [
Em Files
& Action to take
v Tasks
¥V  Business impact assessment (BIA)
M Workbench #% Certificate
& Primary assets & Core Business Service
1@ Vendors /> Corrective or preventive action (CAPA)
@ Data Record
& Forms
@ Document
@ Timeline
&  Employee
Risk
A Risks @ Form/Survey reply
M1 KPIs Image o
%, Collections &2 Security objective KPI

° ]
& Distributions 8 KP! Reading

» Regulation, Legislation or standard
¢ soA - d @
828 Meeting notes
@ |deas/Roadmap
PDF
& Profile ©® Personal data
R Settings B Policy
& Logout B Procedure
& Data processing activity
DC CISOMatic = Role and responsibilities

Switch Workspoce
B Spreadsheet

0 BRAINFRAME TECHNOLOGIES sa.rl.
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Asset inventory - Primary & supporting

amnmrnms = £ v INBOX
a < Lis Asset Management
1 Search
A Builder 4 & Analytics service
4 & AWS Cloudfront
- .
e Fiee & AWS API Elitrix
v Tosks > @ AWS Certificate manager

& AWS Frankfurt

LY Workbsieh & Luxembourg dota center

= Overview > QO AWS WAF

#¢ Amazon web services (AWS)
1@ Suppliers & Docker hub

& AWS EC2
e Forme & AWS ECS
@ Timeline & Docker

#¢ Analytics 3000

/n Bz & Google drive data
a1 KPIs > CISOMatic GRC Service

CISOMatic tourist site service

% Collections . :
Clearview service

& Distributions > Fiber consultation service
Power accounting

¢ SoA 2
PowerCrush service

@ |deas/Roadmap > Rockpush service

Sales business
B Documentation
Sales to customers
aa Profile

2 Settings

# Logout

3. ASK QUESTION

Asset lib
CISOMatic IR
DA Switch Workspoce & AWS Autoscaling
& AWS Certificate manager
b BRAINFRAME TECHNOLOG & AWS Cloudformation

PRIVACY POLICY 20240

: & AWS Cloudfront
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-
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C" 8B LOGH S

CISOMatic
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Asset inventory - Asset impacts

BRAINS [} FRAME E 2 Vv INBOX CISOMatic
Hierarchy Li
Q. search — Asset Management [ | Add ltem

BOccument A 41 M © == Analytics service Z .
A Builder & NN (e07] : =% ©® O x
= Files Governance wv & Dependencies (4) > @ Properties{5) » & Linked Documents(9) » @ Linked AsProperty(0) » & Tosks(0) » O Comments(l) >
& AWS API Elitrix R
v Tosks & A5 Gortiftent 0 | ApD Risk || save |
4 erilicoe. manager % Thisis an asset « Confidentiality, inteWgy ond availability Risk  «
M Workbench > i AWS Frankfurt P %4
= Overview & Luxembourg data center 2
. > © AWS WAF R
& Primary assets e Jhachmazrweh sericos (AWS) 2 Reputation @ Operational @ Legal @& Financial @ Personal @
1@ Suppliers . - . | .
f Okta R _
& Forms 4 & Docker hub 3 Integrity Unknown Unknown Unknown Unknown
@ Timeline & AWS EC2 R
A Risks & AWS ECS R Confidentiality Unknown Unknown Unknown
A5 KPls # Docker R
- §= Analytics 3000 R Availability Unknown Unknown Unknown Unknown
«8; Collections
> & Google drive data R
& Distributions b & CISOMatic GRC Service Pt ‘ . e
. Linked risks
€ SoA @& CISOMatic tourist site service R
@ Ideas/Roadmap b @& Clearview service Pa e @ R-001 - Missing protection against distributed denial of service DDoS attacks Add reading
ocumentation b & Fiber consultation service & @ R-021- Slow reaction times to correct vulnerabilities Add readin
B Documentatio g
> &8 Power accounting XK
. . v ) = . . . .
aa Profile e e s X @ R-023 - Insufficient cloud security Add reading
& Settings > @8 Rockpush service X @ R-006 - Abuse of administrative rights Add reading
2 Sales busines :
® Logout &' Sales business & @ R-031- Non encrypted DB servers Add reading
> @8 Sales to customers Pa e
B N ey v # Analytics 3000 Add reading

3. ASK QUESTION

Load All Assets
CISOMatic

DA : 2 Asset name
switch Workspace
wi rksp Name of the asset.

0 BRAINFRAME TECHNOLOGIES warl . «
= Analytics service

PRIVACY POLICY  20240913-3843

Description
Any refevant information on how the asset is used and why it has value to the business.
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Asset inventory - Direct risks

'RAINerAME E 2 v INBOX CISOMatic
. Hierarchy List
O Ssorch ferarchy - Lis Asset Management [ | Add Item
v PO : :
A Builder 4 @& Analytics service R BOocument A 41 M © & Analytics service Z : =8O 0O M X
Q
= Files 4 & AWS Cloudfront d & Revisions » = Governance v & Dependencies (4) > @ Properties{5) » & Linked Documents(9) » @ Linked AsProperty(0) » & Tosks(0) » O Comments(l) >
& AWS API Elitrix R
v Tasks & AWS Certifi 0 | ApD Risk || save |
4 ertificate manager © This is an asset « Confid@intiality, integrity and availability Risk
M Workbench > i AWS Frankfurt P %4
= Ovariiow & Luxembourg data center xR Configure potential consequ@inces/impacts on this asset below
. > AWS WAF R
& Primary assets > 0 : . 3 :
z 3 0 ‘@
e e Jgihemnrivels sarices (AE) 2 Repulption & Operational @ Legal @ Financial Personal @ Max
uppliers + ' ‘ ' '
BB § Okta 2 _
& Forms 4 & Docker hub N Integrity 3 v Unknown - Unknown - Unknown - Unknown - 3
@ Timeline & AWS EC2 R
A Risks & AWS ECS X Confidentiality UBknown - 2 B Unknown - 3 . Unknown - 3
A5 KPls ' S Docker P % -
§= Analytics 3000 R Availability / - Unknown - Unknown - Unknown - Unknown - 4
¥, Coll
«8; Collections
> & Google drive data R
& Distributions > @8 CISOMatic GRC Service R —
inked risks
€ SoA @& CISOMatic tourist site service R
@ Ideas/Roadmap b o= Clearview service Pa e @ R-001 - Missing protection against distributed denial of service DDoS attacks Add reading
B Documentation b & Fiber consultation service & @ R-021- Slow reaction times to correct vulnerabilities Add reading
> @8 Power accounting Po%
. . v ) = . . . .
aa Profile e e s X @ R-023 - Insufficient cloud security Add reading
& Settings > @8 Rockpush service XK @ R-006 - Abuse of administrative rights Add reading
3 i 3
® Logout &' Sales business & @ R-031- Non encrypted DB servers Add reading
> @8 Sales to customers Pa e
- W e A #¢ Analytics 3000 Add reading

3. ASK QUESTION

Load All Assets
CISOMatic

DA : 2 Asset name
switch Workspace
wi rksp Name of the asset.

0 BRAINFRAME TECHNOLOGIES sarl . «
Analytics service
PRIVACY POLICY  20240913-3843

Description
Any refevant information on how the asset is used and why it has value to the business.

LT A
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Asset inventory - Risks inheritance

BRAleFRAME

~

< o P

=)

6 &

X B & B

® 6 [ & =

< e M

3

Search

Builder

Files

Tasks
Workbench
Overview
Primary assets
Suppliers

Forms

Timeline

Risks

KPls
Collections
Distributions
SoA
ideas/Roadmap
Documentation
Profile

Settings

Logout

3. ASK QUESTION

CISOMatic

‘DA

O BRAINFRAME TECHNOLOGIES sacrxl

PRIVACY POLICY

Switch Workspace

20240913-3843

Iiil
2
<

Add Item

Hierarchy List

4 2 Analytics service

4 AWS Cloudfront
& AWS AP Elitrix
& AWS Certificate manager
- 4 AWS Frankfurt
& Luxembourg data center
- Q@ AWS WAF

> M Amazon web services (AWS)

Asset Management 3

A RISK 44

Confidentiality : 3

Analytics service

fe Okto

4 & Docker hub Analytics service
& AWS EC2
& AWS ECS Analytics service
e Docker

- Analytics service
S Analytics 3000

& Google drive data
CISOMatic GRC Service

CISOMatic tourist site service

Analytics service
Analytics service

Clearview service AWS Cloudfront

Fiber consultation service
e N v AWS Cloudfront

Power accounting

PowerCrush service AWS SNS

Rockpush service
- & Sales business AWS Cloudsearch

b &= Sales to customers

SRR IR IR R IR B B B I I I P I I R R R

AWS Cloudsearch

SN "

Load All Assets AWS EC2

AWS EC2

AWS ECS

AWS ECS

Asset

& Analytics service Z

4+  Confidentiality, integrity and availability Risk

Integrity : 3
Impact Risk

C | A Label

4 3 3 Insufficient cloud security”
Slow reaction times to correct

0 0 2 i
vulnerabilities®

3 3 4 Abuse of administrative rights

3 0 3 Missing protection against distributed
denial of service DDoS attacks”

2 3 0] Non encrypted DB servers”

~ = = Analytics 3000*

- - = Amazon web services (AWS)"

4 3 4 Harrison Ford

3 0 3 Missing protection against distributed
denial of service DDoS attacks®

- = = Abuse of administrative rights

- - - Developers”

4 4 4 Missing cutomated patch management
on workstations”

0 o 5 Insufficient capacity/scaling
management”

4 2 2 Missing password manager for all staff*

p 4 4 Missing automated patch management

on workstations”

Insufficient capacitv/scalina

Availability : 4

Inherent risk

=2 -2
0 0
8 8

Treatment

Reduction

Reduction

Reduction

Reduction

Not treated

Not treated

Not treated

Not treated

Reduction

Reduction

Not treated

Not treated

Not treated

Not treated

Not treated
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Prob

0

2

Residual risk
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0
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0 0
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0 0
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CISOMatic
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o 9 9
5 S
o 0o o
gl 8| &
9 9 9

8 8 8




Asset inventory - process

BRAIN mF'RAME

(. Search

A Builder
Eam Files

v Tasks

M Workbench

i= Overview
I Suppliers
Forms

Timeline

> & [+

Risks

R

KPls

P

Collections

Distributions

LI @

SoA

Ideas/Roadmap

Documentation

= Profile
R Settings
# Logout

3. ASK QUESTION

b A CISOMatic

( |

" Switch Workspace

& BRAINFRAME TECHNOLOGIES s.(r).

PRIVACY POLICY 20240913-3843

£ v INBOX

Iiil
i

Herarchy Asset Management [ | Add ltem | Search

Entity 1t Status Process

Anaclytics service

€ To be reviewed

CISOMatic GRC
Service ® Managed

CISOMatic tourist site
service ° NOt in use

RACI ®

R: Tom Cruise
A: James Bond

R: Diane Keaton

A: Chief Technology Officer - CTO
C: James Bond

I: Elizabeth Taylor

Edit

R: Elizabeth Taylor

A: Chief Technology Officer - CTO
C: James Bond

I: Marlon Brando

Edit

Task

N/A
Add

N/A
Add

N/A
Add

Supporting assets @ Documents &
AWS Cloudfront N/&
Docker hub Edit

Google drive data
Analytics 3000

Edit
AWS Cloudfront e NDA CISOMgtic_TSP.pdf
AWS Lembda Edit
AWS RDS - SkyPortPRO
Edit
AWS Security groups N/A
Github code repository Edit

Github actions CICD pipeline
CircleClI CICD pipeline

tourist site administrator interface
Datadog monitoring

Allianz

Airtable

Google drive data

tourist site mobile app service
tourist site backend system
AWS Cloudfront

AWS Autoscaling

AWS Cloudformaotion

AWS ECS

AWS VPC

AWS Lambda

LocalHoster DNS management service
AWS Certificate monager
AWS 5QS

AWS Secret maoncger

AWS EC2

AWS AP Elitrix

AWS SNS

AWS Routes3

Docker hub

CloudAMQP bus system

AWS RDS - tourist site

AWS Frankfurt

[ Show Risk Det

Business requirement @

Confidentiality:
Integrity:
Availability:
Proof:

RTO:

RPC:

Regulatory:

Confidentiality:

- Strong protection of personal and VR

Confidentiality:

- Strong protection of personal and VR
Tracking dota

- CISOMatic account data with strong
passwords

- Auto locking of CiSOMgtic occounts with

brute force attacks

s
WA '/,

BRAIN

-

FRAM

TR n s LO0GH S

CISOMatic
e B X
Related risks @ {1

Missing protection ag

service DDoS cttacks

Slow reaction times tc

Insufficient cloud secu

Abuse of administrotiy

Non encrypted DB ser
Edit

N/A
Edit

Outdated library

Use of insecure FTP o
integration

Missing GDRP dociim
suppliers, privacy (&1
LocalHoster server wit
old and risks to be unt
Insufficiently tested B(
Support teams have fi
want

Non-timely correction
Missing protection agt
saervice DDoS attacks
Non-timely correction
Sqgreen will be ECL in
a powerful replaceme
GDPR compliance isst
supervisory cuthority
Slow reaction times tc
Insufficient cloud sec
Non E2E encrypted c
stored on our systems
Insufficient cooling of
Missing CICD automa
Abuse of administroti
Loss or corruption of
Ronsomware, virus, mu
removal or incorrect s
Loss or corruption of \
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Asset inventory - ownership

BRAIN{ [} FRAME E £ v INBOX
= Hierarcny List Asset Mancgement D Add Item Search
L) Search =X
Entity It Status RACI ® OwnerShlp Task Supporting assets @ Documents &
A Builder
Analytics service R: Tom Cruise N/A * AWS Cloudfront N/A
m Files € To be reviewed - A: Jomes Bond Add e Docker hub Edit
» Google drive dato
V' Tasks « Analytics 3000
M Workbench Edit
= Overview
& Primary assets
I Suppliers
& Forms
CISOMatic GRC R: Diane Keaton N/A * AWS Cloudfront e NDA CISOMgtic_TSP.pdf
@ Timeline Service (/] Managed v A: Chief Technology Officer - CTO Add o AWS Lembda Edit
C: James Bond * AWSRDS - SkyPortPRO
A Risks I: Elizabeth Taylor Edit
Edit
i KPls :
. ) CISOMatic tourist site R: Elizabeth Taylor N/A o  AWS Security groups N/A
& Collections . O Noti ) ) 2 X ;
service ot in use v A: Chief Technology Officer - CTO Add o Github code repository Edit
E Distributions C: James Bond * Github actions CICD pipeline
I: Marlon Brando » CircleCl CICD pipeline
@ SoA Edit e tourist site administrator interface
s Datadog monitoring
@ Ideas/Roadmap o Allicris
EH Documentation = Atolile
» Google drive dato
=& Profile = tourist site mebile app service
* tourist site backend system
R Settings » AWS Cloudfront
s  AWS Autoscaling
® Logout * AWS Cloudformation
* AWSECS
o AWSVPC

3. ASK QUESTION « AWS Lambda

* LocalHoster DNS management service

‘DA CISOMatic o AWS Certificate manager
Switch Workspace * AWS SQS
* AWS Secret mancger
& BRAINFRAME TECHNOLOGIES s.énrl. " WS ECE
o AWS AP| Elitrix
PRIVACY POLICY  20240913-3843 « AWS SNS

o AWS Routes3

e Docker hub

s CloudAMQP bus system
* AWS RDS - tourist site

o  AWS Frankfurt

s
WA '/,

BRAIN

]

Business requirement @

Confidentiality:
Integrity:
Availability:
Proof:

RTO:

RPO:

Regulatory:

Confidentiality:

- Strong protection of personal and VR

Confidentiality:

- Strong protection of personal and VR
Tracking doto

- CISOMatic account data with strong
passwords

- Auto locking of CiSOMgtic occounts with

brute force attacks

-

FRAM

TR n s LO0GH S

CISOMatic
e B X
Related risks @ 1t

Missing protection ag

service DDoS cttacks

Slow reaction times tc

Insufficient cloud secu

Abuse of administrotiy

Non encrypted DB ser
Edit

N/A
Edit

Outdated library

Use of insecure FTP ot
integration

Missing GDRP dociim
suppliers, privacy (&«
LocalHoster server wit
old and risks to be unt
Insufficiently tested B(
Support teams hove fi
want

Non-timely correction
Missing protection agt
saervice DDoS attacks
Non-timely correction
Sqgreen will be ECL in
a powerful replaceme
GDPR compliance isst
supervisory cuthority
Slow reacticn times tc
Insufficient cloud sec
Non E2E encrypted c
stored on our systems
Insufficient cooling of
Missing CICD automa
Abuse of administroti
Loss or corruption of
Ronsomware, virus, mu
removal or incorrect s
Loss or corruption of \
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Asset inventory - dependencies

BRAIN{ [} FRAME E £ v INBOX
Hierarchy List
() Search =
Entity 11
A Builder
Analytics service
m Files
v Tasks

M Workbench

i= Overview

& Primary assets
1 Suppliers
Forms

CISOMatic GRC
Timeline Service

> & [

Risks

R

KPIs
CISOMatic tourist site
service

Collections

P

Distributions

LI @

SoA

Ideas/Roadmap
Documentaticn

Profile

G e M

Settings

%

Logout

3. ASK QUESTION

CISOMatic
( DA ) S .
witch Workspace

O BRAINFRAME TECHNOLOGIES s.turl,

PRIVACY POLICY 20240913-3843

Status

€ To be reviewed

® Managed

© Not in use

Asset Management (3 Search

RACI ®

R: Tom Cruise
A: James Bond
C:

I

Edit

R: Diane Kecton

A: Chief Technology Officer - CTO
C: James Bond

I: Elizabeth Taylor

Edit

R: Elizabeth Taylor

A: Chief Technology Officer - CTO
C: James Bond

I: Marlon Brando

Edit

Task

N/A
Add

N/A
Add

N/A
Add

Supporting assets ® Dependency

AWS Cloudfront

Docker hub

Google drive data

Analytics 3000
Edit

AWS Cloudfront

AWS Lembda

AWS RDS - SkyPortPRO
Edit

AWS Security groups

Github code repository
Github actions CICD pipeline
CircleClI CICD pipeline

tourist site administrator interface
Datadeg monitoring

Allianz

Airtable

Google drive datao

tourist site mobile app service
tourist site backend system
AWS Cloudfront

AWS Autoscaling

AWS Cloudformaotion

AWS ECS

AWS VPC

AWS Lambda

LocalHoster DNS management service
AWS Certificate monager
AWS 5QS

AWS Secret mancger

AWS EC2

AWS AP| Elitrix

AWS SNS

AWS Routes3

Docker hub

CloudAMQP bus system

AWS RDS - tourist site

AWS Frankfurt

Documents @

N/A
Edit

NDA CISOMatic_TSP.pdf
Edit

N/A
Edit

I

L]
Business requirement @

Confidentiality:
Integrity:
Availability:
Proof:

RTO:

RPO:

Regulatory:

Confidentiality:

- Strong protection of personal and VR

Confidentiality:

- Strong protection of persenal and VR
Tracking doto

- CISOMatic account data with strong
passwords

- Auto locking of CiSOMatic occcounts with

brute force attacks

KSR

BRAIN |

-

FRAM

TR n s LO0GH S

CISOMatic
o
e [ X
Related risks @ 1t

Missing protection ag:

service DDoS cttacks

Slow reaction times tc

Insufficient cloud secu

Abuse of administratiy

Non encrypted DB ser
Edit

N/A
Edit

Outdated library

Use of insecure FTP o
integration

Missing GDRP dociim
suppliers, privacy (&1
LocalHoster server wit
old and risks to be unt
Insufficiently tested B(
Support teams hove fi
want

Non-timely correction
Missing protection agy
saervice DDoS attacks
Non-timely correction
Sqreen will be EOL in
a powerful replaceme
GDPR compliance isst
supervisory cuthority
Slow reacticn times tc
Insufficient cloud sec
Non E2E encrypted c
stored on our systems
Insufficient cooling of
Missing CICD automa
Abuse of administroti
Loss or corruption of
Raonsomware, virus, mu
removal or incorrect s
Loss or corruption of \
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Asset inventory - special requirements

BRAIN mF'RAME

\
e

e me G XD @

%

Search

Builder

Files

Tasks
Workbench
Qverview
Primary assets
Suppliers
Forms

Timeline

Risks

KPls
Collections
Distributions
SoA
Ideas/Roadmap
Documentaticn
Profile

Settings

Logout

3. ASK QUESTION

CISOMatic

Switch Workspace

O BRAINFRAME TECHNOLOGIES s.turl,

PRIVAC

Y POLICY 20240913-3843

P v INBOX

Iiil
i

Hierarchy LUis

Entity 1t Status

Analytics service
£ To be reviewed

CISOMatic GRC
Service ® Managed

CISOMatic tourist site
service o NOt |n use

Asset Management 3 Search

RACI ®

R: Tom Cruise
A: James Bond
C:

I

Edit

R: Diane Kecton

A: Chief Technology Officer - CTO
C: James Bond

I: Elizabeth Taylor

Edit

R: Elizabeth Taylor

A: Chief Technology Officer - CTO
C: James Bond

I: Marlon Brando

Edit

Task

N/A
Add

N/A
Add

N/A
Add

Supporting assets @ Documents @

*  AWS Cloudfront N/A
o Docker hub Edit
* Google drive data

* Analytics 3000

Edit
*  AWS Cloudfront e NDA CISOMgtic_TSP.pdf
o AWS Lembda Edit
o AWSRDS - SkyPortPRO
Edit
o  AWS Security groups N/A
o Github code repository Edit

* Github actions CICD pipeline
* CircleC| CICD pipeiine

* tourist site administrator interface
s Datadog monitoring

o Allianz

* Airtable

* Google drive data

* tourist site mobile app service
» tourist site backend system

* AWS Cloudfront

s  AWS Autoscaling

* AWS Cloudformation

*« AWSECS

o AWSVPC

* AWS Lambda

* LocalHoster DNS management service
o AWS Certificate monager

s AWS SQS

o  AWS Secret mancger

« AWSEC2

o AWS AP| Elitrix

= AWS SNS

* AWS Route53

e Docker hub

s CloudAMQP bus system

* AWS RDS - tourist site

o  AWS Frankfurt

I -
Special requirements

Business reguirement @

Confidentiality:
Integrity:
Availability:
Proof:

RTO:

RPC:

Regulatory:

Confidentiality:

- Strong protection of persenal and VR

Confidentiality:

- Strong protection of perscnal and VR
Tracking doto

- CISOMatic account data with strong

passwords

- Auto locking of CiSOMatic cccounts with

brute force attacks

'
W |U,

BRAIN |

-

fFRAM

TR n s LO0GH S

CISOMatic
& @

Related risks @ 11

Missing protection ag:

service DDoS cttacks

Slow reaction times tc

Insufficient cloud secu

Abuse of administrotiy

Non encrypted DB ser
Edit

N/A
Edit

Outdated library

Use of insecure FTP ar
integration

Missing GDRP dociim
suppliers, privacy (&1
LocalHoster server wit
old and risks to be unt
Insufficiently tested B(
Support teams hove fi
want

Non-timely correction
Missing protection agt
sarvice DDoS cttacks
Non-timely correction
Sgreen will be ECL in

a powerful replaceme
GDPR compliance isst
supervisory cuthority

Slow reacticn times tc
Insufficient cloud sec

Non E2E encrypted c

stored on our systems
Insufficient cooling of
Missing CICD automa
Abuse of administroti
Loss or corruption of t
Ronsomware, virus, mu
removal or incorrect &
Loss or corruption of \
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o

A

> & [

R

P

LI @

G e M ®

£

Asset inventory - Risks

£ v INBOX

Iiil
i

. " Hierarchy List Asset Mancgement D Search
earch —

Entity 11
Builder

Analytics service
Files
Tasks
Workbench
Qverview

Primary assets

Suppliers
Forms
CISOMatic GRC

Timeline Service
Risks
KPls

) CISOMatic tourist site
Collections

service

Distributions
SoA
Ideas/Roadmap
Documentation
Profile

Settings

Logout

3. ASK QUESTION

‘DA

CISOMatic
Switch Workspace

& BRAINFRAME TECHNOLOGIES s.turl.

PRIVACY POLICY 20240913-3843

Status

€ To be reviewed

® Managed

© Not in use

RACI ®

R: Tom Cruise
A: James Bond
C:

I:

Edit

R: Diane Kecton

A: Chief Technology Officer - CTO
C: James Bond

I: Elizabeth Taylor

Edit

R: Elizabeth Taylor

A: Chief Technology Officer - CTO
C: James Bond

I: Marlon Brando

Edit

Task

N/A
Add

N/A
Add

N/A
Add

Supporting ossets @
AWS Cloudfront N/A
Docker hub Edit
Google drive data
Analytics 3000

Edit
AWS Cloudfront e NDA CISOMgtic_TSP.pdf
AWS Lembda Edit
AWS RDS - SkyPortPRO

Edit
AWS Security groups N/A
Github code repository Edit

Github actions CICD pipeline
CircleClI CICD pipeline

tourist site administrator interface
Datadeg monitoring

Allianz

Airtable

Google drive datao

tourist site mobile app service
tourist site backend system
AWS Cloudfront

AWS Autoscaling

AWS Cloudformaotion

AWS ECS

AWS VPC

AWS Lambda

LocalHoster DNS management service
AWS Certificate monager
AWS 5QS

AWS Secret mancger

AWS EC2

AWS AP| Elitrix

AWS SNS

AWS Routes3

Docker hub

CloudAMQP bus system

AWS RDS - tourist site

AWS Frankfurt

Documents @&

s
WA '/,

BRAIN

]

Business requirement @

Confidentiality:
Integrity:
Availability:
Proof:

RTO:

RPO:

Regulatory:

Confidentiality:

- Strong protection of personal and VR

Confidentiality:

- Strong protection of personal and VR
Tracking doto

- CISOMatic account data with strong
passwords

- Auto locking of CiSOMgtic occounts with

brute force attacks

-

FRAM

TR n s LO0GH S

CISOMatic

e B X
Risks

Related risks @ 1t

Missing protection ag
service DDoS cttacks
Slow reaction times tc
Insufficient cloud secu
Abuse of administrotiy
Non encrypted DB ser

Edit

Outdated library

Use of insecure FTP ot
integration

Missing GDRP dociim
suppliers, privacy (&«
LocalHoster server wit
old and risks to be unt
Insufficiently tested B(
Support teams hove fi
want

Non-timely correction
Missing protection agt
saervice DDoS attacks
Non-timely correction
Sqgreen will be ECL in

a powerful replaceme
GDPR compliance isst
supervisory cuthority

Slow reacticn times tc
Insufficient cloud sec

Non EZE encrypted cd
stored on our systems
Insufficient cooling of
Missing CICD automa
Abuse of administroti
Loss or corruption of

Ronsomware, virus, mu

removal or incorrect s
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We Help You Keep the Focus on Actual Risks

The ultimate purpose of a GRC solution is to efficiently identify, reduce and/or eliminate actual risks that can

impact your business. Using our visual asset dependency representation and auto-documentation, combined

with asset impacts, context aware risk views (per product/department/...) and a built-in task management with

automatic risk evolution/prediction, we bring a new approach on how to efficiently manage risks.

Simple & Effective

2,500:
2,000
1,500
1,000

500

Manage multiple risks types (eg CIA, Suppliers,
Employees, Non-conformities, Stakeholders, ...)
with self defined measures/properties.

Intuitive risk matrix with quick view on remaining
work and risks that need to be reviewed.

Directly map your risks to framework requirements.

Track risks and related work on Kanban boards that
can be fully aligned with your process.

Automatically calculate risks based on
guestionnaire form replies.

On our roadmap

Al assisted risk identification & documentation.

Cyber defense matrix mapping of controls to
quickly identify gaps on your assets.

Target maturity levels of framework

Automated replies to security questionaries you
receive.

Financial/Quantitative risk management.

Risk evolution & prediction

1

2022 2023

T T
2025 2026

llllllllllll

Level of control

Open — not yet assessed (0%) .
Risk assessed — negotiating solution («33%) .
Solution agreed on — waiting to implement (>33% <50%) O
Solution in progress (>50% <66%)

Solution implemented — waiting on acceptance (>83%)

Risk accepted and/or mitigated (100%) .

Risk filters

Risk sevetity Remaining wark Planned mitigatior

LUKELIHOOD

@@esIEI v
it sy
o " IOERDRRE
E !
INSIGNIFICANT IMPACT

WWW.BRAINFRAME.COM
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Vendor management & dependencies

BRAIN [} FRAME E 2 VvV INBOX CISOMatic

Q. ssarch b Suppliers Management 3

Vendor dependency view

-

A Builder e Airtable BOocument A i @ @ & Amazon web services (AWS) Z @ Inrenewal - I =Y 0O M x
t: Files .P Me Amazon web services (AWS)] & Revisions » = Governance ) & Dependencies(13) v @ Properties(5) » & Linked Documents{20) » @ Linked As Property (1) > & Tosks(2) » O Comments(5) >
M Allionz
v Tosks ks Post Telacom SA. AT © Corentin Heintz Make Child  [il]
M Workbench f¢ Amazon web services (AWS) AT S = Airtable Make Child  [lI]
i= Overview & AWS Autoscaling S & Asano Make Child [l
P 7 2 & AWS Cloudformation )
& AWS Cloudfront Parent fe Atlassian Make Child @
uppliers »
2 & AWS Lambda Parent 8 Brainframe Technologies Make Child @
& F
& Forms N :
P AWS CloudHSM Parent & Zendesk Make Child @
@ Timeline #e Asana
A Risks b & Amazon web services (AWS) )
A e AT Amazon web services (AWS) (B
4 KPIs e Zendes
¥ Col b 8 Amazon web services (AWS)
& llecti :
e M Atlassion Child & AWS Autoscaling Moke Parent  [il]
& Distributions : .
= f Amazon web services (AWS] ST I & A\WS Cloudformation Make Parent  [Il]
€ SoA b Zendesk Ce
Child & AWS Cloudfront Make Parent il
@ ideas/Roadmap Brainframe Technologies
S Dcmenition R T e Ser ke AR or - & AWS Lambda Make Parent  [il]
umentati
M= Post Telecom S.A. & Elizabeth Taylor Make Parent @
- Profile z
fie Canva 5
. & James Stewart Make Parent @]
L Settings § Cloudinary »
& Lageut § Dikaady I P AWS CloudHSM Make Parent [l
f Docker )
p ompany name mazon Web Services
fe Github Company A Web S (AWS)
S, ASK QUESTION i
e Cnavdlone > Address Route de Luxembourg
CISOMatic ’ \
DA Switch Workspace Load All Assets Primary contact Mr Jean Smith
LU12345678
0 BRAINFRAME TECHNOLOGIES s.arl VAT number
PRIVACY POLICY  20240913-3843
Services Cloud service provider

Extra information
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Vendor management & dependencies

BrRAIN{ [} FRAME E £ Vv INBOX
— Hierarcay List
‘\)\ Seo.’Ch e
A Builder 4 fe Airtable
> & Amazon web services (AWS
Em Files : ot ices { ]
4 e Allionz
v Tasks § Post Telecom S.A.
M Workbench 4 e Amazon web services (AWS)
I= Overview > & AWS Autoscaling
B B rces > @b AWS Cloudformation
> & AWS Cloudfront
I Suppliers
> & AWS Lambda
+
& Forms b & AWS CloudHSM
ﬁ Timeline A -w Asana
A Risks b & Amazon web servidBB(AWS)
A5 KPls 4 M 7endesk
> & Amazon web services BNVS)
%] Collections : 1
4 Ne Atlassion
= tetri : e
& Distributions > & Amazon web services (AWS)
¢ SoA b Me Zendesk
@ ideas/Roadmap 4 f¢ Brainframe Technologies
B Docuretition b w Amazon web services (AWS])
8¢ Post Telecom S.A.
' .
a Profile Canva
L Settings Cloudinary
# Logout

3. ASK QUESTION

fe

S

#¢ Datadog
§ Docker
S

Github

Me Manavdlane

Suppliers Management (3

B Document A 4%

& Revisions » = Governance »

® Corentin Heintz

Parent

&= Airtable

Parent

#¢ Asana

Parent

BB PRBBR

fe Atlassian

(S 4= Brainframe Technologies

#e Zendesk

Child

Child

P AWS CloudHSM

Company name

TRRIRBRBIBBEBRIE X

Address

Load All Assets

‘ Primary contact

DA CISOMatic
Switch Workspace
o BRAINFRAME TECHNOLOGIES s.azl.
PRIVACY POLICY 20240913-3843

VAT number

Services

Extra information

M © & Amazon web services (AWS) Z

& Dependencies (13) v

CISOMatic

@ Inrenewal

“(eor] : 2% O B x

@ Properties(5) > & Linked Documents{20) » W Linked AsProperty(l) » & Tasks(2) > O Comments(5) )

Make Child
Make Child
Make Child

Vendor dependency view from vendor itself |
Make Child

Make Child

Amazon web services (AWS) (B

Amazon Web Services (AWS)

Route de Luxembourg

Mr Jean Smith

LU12345678

Cloud service provider




Vendor management & dependencies

BRAIN mFRAME

A\ Builder

= Files

v’ Tosks

M Workbench
i= Overview

& Primary assets
I Suppliers

Forms

Timeline

> & [

Risks

=R

KPIs

Collections

K

& Distributions
¢ SoA
@ ideas/Roadmap

Documentation

Profile

< e M

Settings

@

Logout

3. ASK QUESTION

CISOMatic

Switch Workspace

DA

0 BRAINFRAME TECHNOLOGIES s.arl

PRIVACY POLICY  20240913-3843

Entity 1T

B Airtable

B Alionz

B Amozon web
services (AWS)

B Asono

B Atlassion

B Broinframe

Technologies

B Caonva

B Cioudinary

INBOX

Pre-contract...

@ Inrenewal

Planned/rev...

Suppliers Management [ Search
Stotus Process

RACI ®

R: Marlon Brando

A: Chief information security officer - CISO

C:
IA
Edit

R: Harrison Ford
A: Robert De Niro
C: Jack Nicholson
I

Edit

R: Davy cox

A: James Bond

C: James Stewart
I: Elizabeth Taylor
Edit

R: Laurence Olivier

A: Olivia de Havilland
C:

l;

Edit

R: Leonardo DiCaoprio
A: Tom Hanks

C: Tom Cruise

Iz

Edit

R: James Bond , Lecnardo DiCaoprio
A: James Stewart

Task

N/A
Add

e Review Allianz contract
Add

* |mprove the incident management
process
* Review the AWS supplier
Add

N/A
Add

N/A
Add

N/A
Add

N/A
Add

N/A

AAA

Supporting assets @

o CISOMatic tourist site service
» Amozon web services (AWS)
Edit

e Post Telecom S.A
« CISOMatic tourist site service
Edit

« AWS Cloudfront

« AWS Autoscaling

* AWS Cloudformaticn
o AWS Lambdc

o AWS CloudHSM

s Asona

e Zendesk

s Airtable

« Brainframe Technologies
s Atlassicn

dit

m

* Zendesk
« Amazon web services (AWS)
Edit

s Zendesk
* Amazon web services (AWS)
Edit

= Post Telecom S.A.
* Amaozon web services (AWS)
Edit

N/A
Edit

N/A

LA

Documents &

N/A
Edit

o NDA template.doc
« NDA CISOMatic_TSPpdf
Edit

*» PIA_CISOMatic_201908.pdf
« AWS NDA Uniloteral.pdf
Edit

* Asana_Risikocnalyse_US_Transfer
_CISOMgtic.pdf

* Terms - Asana

Edit

* |SO/IEC 27001:2013 | Atlassian

Edit

N/A
Edit

N/A
Edit

N/A

Crliv

Business requirement @

Confidentiality: MECIUM

Confidentiality: LOW

Availability: CRITICAL
Regulatory: GDPR, NIS2, DSA

Confidentiality: Only internal

VPN/network

Confidentiality: Only internal VPN or

network

Cenfidentiality:

Confidentiality:

Confidentiality:

e
AV LTy,
-

BRAINL JJFRAM

Tec

Related risks ® It

N/A
Edit

N/A
Edit

CISOMatic

& @ x

* Missing protection agoinst distributed

of service DDoS attacks
* Ransomware, virus, malicious software,

accidental removal or incorrect sync oi

Edit

e

* Abuse of administrative rights

Edit

» Abuse of administrative rights

Edit

N/A
Edit

N/A
Edit

N/A

EAir




Vendor management & dependencies

BRAINmFRAME
Q. Search

A\ Builder
= Files
v Tosks
M Workbench

i= Overview

I Suppliers

} Forms
Timeline

Risks

> & [

=R

KPIs

;'.:

Collections

& Distributions
¢ SoA
@ ideas/Roadmap

Documentation

Profile

< e M

Settings

@

Logout

3. ASK QUESTION

CISOMatic

Switch Workspace

DA

0 SRAINFRAME TECHNOLOGIES s.arl

PRIVACY POLICY

20240913-3843

Iiil
i

P v

Hierarchy List

Entity 1T

B Airtable

B Alionz

B Amozon web
services (AWS)

B Asono

B Atlassion

B Broinframe

Technologies

B Canva

B Cioudinary

INBOX

Suppliers Management [ Search
Ownership

Stotus

Pre-contract...

@ Live

g

3

In renewal

Planned/rev...

Live

Live

Live

| v

v

4

RACI ®

R: Marlon Brando

A: Chief information security officer - CISO

C
|.
Edit

R: Harrison Ford
A: Robert De Niro
C: Jack Nicholson
I;

Edit

R: Davy cox

A: James Bond
C: James Stewart
I: Elizabeth Taylor
Edit

R: Laurence Olivier

A: Olivia de Havilland
C:

l;

Edit

R: Leonardo DiCaoprio
A: Tom Hanks
C: Tom Cruise

Edit

R: James Bond , Lecnardo DiCaoprio
A: James Stewart

Task

N/A
Add

e Review Allianz contract
Add

* |mprove the incident management
process
* Reaview the AWS supplier
Add

N/A
Add

N/A
Add

N/A
Add

N/A
Add

N/A

AAA

Supporting assets @

o CISOMatic tourist site service
* Amozon web services (AWS)
Edit

e Post Telecom S.A
« CISOMatic tourist site service
Edit

« AWS Cloudfront

« AWS Autoscaling

* AWS Cloudformaticn

o AWS Lambdc

o AWS CloudHSM

s Asona

e Zendesk

s Airtable

* Brainframe Technologies
s Atlassicn

Edit

* Zendesk
« Amazon web services (AWS)
Edit

s Zendesk
* Amazon web services (AWS)
Edit

« Post Telecom S.A.
* Amaozon web services (AWS)
Edit

N/A
Edit

N/A

LA

Documents &

N/A
Edit

* NDA template.doc
« NDA CISOMatic_TSPpdf
Edit

*» PIA_CISOMatic_201908.pdf
« AWS NDA Uniloteral.pdf
Edit

* Asana_Risikocnalyse_US_Transfer
_CISOMgtic.pdf

* Terms - Asana

Edit

* |SO/IEC 27001:2013 | Atlassian

Edit

N/A
Edit

N/A
Edit

N/A

CAliv

Business requirement @

Confidentiality: MECIUM

Confidentiality: LOW

Availability: CRITICAL
Regulatory: GDPR, NIS2, DSA

Confidentiality: Only internal

VPN/network

Confidentiality: Only internal VPN or

network

Cenfidentiality:

Confidentiality:

Confidentiality:

YTy,
~ e,
-

BRAINL JJFRAM

TR n s LO0GH S

CISOMatic
S+ ]
€ [N X
Related risks ® It

N/A
Edit

N/A
Edit

Missing protection agaoinst distributed |

of service DDoS attacks

Ransomware, virus, malicious software,
accidental removal or incorrect sync oi

Edit

e

* Abuse of administrative rights

Edit

* Abuse of administrative rights

Edit

N/A
Edit

N/A
Edit

N/A

EAi+




Vendor management & dependencies

BRAINmFRAME
Q. Search

A\ Builder
= Files
v Tosks
M Workbench

i= Overview

I Suppliers

} Forms
Timeline

Risks

> & [

=R

KPIs

;'.:

Collections

& Distributions
¢ SoA
@ ideas/Roadmap

Documentation

Profile

< e M

Settings

@

Logout

3. ASK QUESTION

CISOMatic

Switch Workspace

DA

0 SRAINFRAME TECHNOLOGIES s.arl

PRIVACY POLICY

20240913-3843

Iiil
i

P v

Hierarchy List

Entity 1T

B Airtable

B Alionz

B Amozon web

services (AWS)

B Asono

B Atlassion

B Broinframe

Technologies

B Canva

B Cioudinary

INBOX

Suppliers Management [ Search

Stotus RACI ® Task

Ongoing work

R: Marlon Brando

A: Chief information security officer - CISO
C:

I

Edit

Pre-contract... ~

R: Harrison Ford e Review Allianz contract
A: Robert De Niro Add

C: Jack Nicholson
I;

Edit

@ Live v

R: Davy cox * |mprove the incident management
@ Inrenewal v A: James Bond process
C: James Stewart * Reaview the AWS supplier
I: Elizabeth Taylor Add

Edit

R: Laurence Olivier

A: Olivia de Havilland
C:

l;

Edit

3

4

Planned/rev...

R: Leonardo DiCaoprio
A: Tom Hanks

C: Tom Cruise

I:

Edit

& Live -

R: James Bond , Lecnarde DiCaprio
A: James Stewart

C:

It

Edit

@ Live <>

® Live B

TR

Edit

=

® e - A

Supporting assets @

CISOMatic tourist site service
Amozon web services (AWS)
Edit

Post Telecom S.A
CISOMatic tourist site service
Edit

AWS Cloudfront

AWS Autoscaling

AWS Cloudformaticn
AWS Lambda

AWS CloudHSM

Asana

Zendesk

Airtable

Brainframe Technologies
Atlassicn

Zendesk
Amazon web services (AWS)
Edit

Zendesk
Amaozon web services (AWS)
Edit

Post Telecom S.A.
Amazon web services (AWS)
Edit

N/A
Edit

N/A

LA

Documents &

N/A
Edit

* NDA template.doc
« NDA CISOMatic_TSPpdf
Edit

*» PIA_CISOMatic_201908.pdf
« AWS NDA Uniloteral.pdf
Edit

* Asana_Risikocnalyse_US_Transfer
_CISOMgtic.pdf

* Terms - Asana

Edit

* |SO/IEC 27001:2013 | Atlassian

Edit

N/A
Edit

N/A
Edit

N/A

CAliv

Business requirement @

Confidentiality: MECIUM

Confidentiality: LOW

Availability: CRITICAL
Regulatory: GDPR, NIS2, DSA

Confidentiality: Only internal

VPN/network

Confidentiality: Only internal VPN or

network

Cenfidentiality:

Confidentiality:

Confidentiality:

YTy,
~ e,
-

BRAINL JJFRAM

TR n s LO0GH S

CISOMatic

[ show Ris & @ x

Related risks ® It

N/A
Edit

N/A
Edit

* Missing protection agoinst distributed
of service DDoS attacks
* Ransomware, virus, malicious software,
accidental removal or incorrect sync oi
Edit

e

* Abuse of administrative rights
Edit

* Abuse of administrative rights
Edit

N/A
Edit

N/A
Edit

N/A

EAi+
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A

A

Search

Builder

Files

v Tasks

I Suppliers

+

> & [

=R

;'.:

@]

S e m e 5

@

Workbench

Overview

Forms
Timeline
Risks

KPIs
Collections
Distributions

SoA

Vendor management & dependencies

Iiil
i

ideas/Roadmap

Documentation

Profile
Settings

Logout

3. ASK QUESTION

DA CISOMatic
Switch Workspace
o SBRAINFRAME TECHNOLOGIES s.azl.
PRIVACY POLICY 20240913-3843

P v

Hierarchy List

Entity 1T

B Airtable

B Alionz

B Amozon web

services (AWS)

B Asono

B Atlassion

B Broinframe

Technologies

B Canva

B Cioudinary

INBOX

Suppliers Management [ Search

Stotus RACI ®

R: Marlon Brando
Pre-contract... ~

C:

I

Edit

R: Harrison Ford
A: Robert De Niro
C: Jack Nicholson
I;

Edit

@ Live v

R: Davy cox
A: James Bond
C: James Stewart

@ Inrenewal -

I: Elizabeth Taylor
Edit

R: Laurence Olivier

A: Olivia de Havilland
C:

l;

Edit

3

4

Planned/rev...

R: Leonardo DiCaoprio
A: Tom Hanks

C: Tom Cruise

I:

Edit

& Live -

R: James Bond , Lecnarde DiCaprio
A: James Stewart

C:

It

Edit

@ Live <>

® Live B

TR

Edit

=

® e - A

A: Chief information security officer - CISO

Task

N/A
Add

Review Allianz contract

Add

Improve the incident management
process
Review the AWS supplier

Add

N/A
Add

N/A
Add

N/A
Add

N/A
Add

N/A

AAA

Dependency

Supporting assets @

CISOMatic tourist site service
Amozon web services (AWS)
Edit

Post Telecom S.A
CISOMatic tourist site service
Edit

AWS Cloudfront

AWS Autoscaling

AWS Cloudformaticn
AWS Lambda

AWS CloudHSM

Asana

Zendesk

Airtable

Brainframe Technologies
Atlassicn

Zendesk

Amazon web services (AWS)
Edit

Zendesk
Amaozon web services (AWS)
Edit

Post Telecom S.A.
Amazon web services (AWS)
Edit

Documents &

N/A
Edit

NDA template.doc
NDA CISOMatic_TSP.pdf
Edit

PIA_CISOMgatic_201908.pdf
AWS NDA Uniloteral.pdf
Edit

Asona_Risikoanalyse_US_Transfer

_CISOMgtic.pdf
Terms - Asana
Edit

ISO/IEC 27001:2013 | Atlassian

Edit

N/A
Edit

N/A
Edit

N/A

CAliv

Business requirement @

Confidentiality: MECIUM

Confidentiality: LOW

Availability: CRITICAL
Regulatory: GDPR, NIS2, DSA

Confidentiality: Only internal

VPN/network

Confidentiality: Only internal VPN or

network

Cenfidentiality:

Confidentiality:

Confidentiality:

YTy,
~ e,
-

BRAINL JJFRAM
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CISOMatic

[ show Ris & @ x

Related risks ® It

N/A
Edit

N/A
Edit

* Missing protection agoinst distributed
of service DDoS attacks
* Ransomware, virus, malicious software,
accidental removal or incorrect sync oi
Edit

e

* Abuse of administrative rights
Edit

* Abuse of administrative rights
Edit

N/A
Edit

N/A
Edit

N/A

EAi+
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Vendor management & dependencies

BRNNmFRAME E L v INBOX CISOMatic
; o hiar . - ope =z : o
- Hierarchy List Suppllers Moncgement D Add ltem Search Due dlllgence L - : @O @ X
L Search —
Entity 1T Stotus RACI ® Task Supporting assets @ Documents & eVIdence Business requirement ® Related risks ® It
A Builder B Airtoble R: Marlon Brando N/A o CISOMatic tourist site service N/A
= Pre-contract... ~ A: Chief information security officer - CISO Add * Amozon web services (AWS) Copfidentialty: MEDIUM Edit
™~ Files C: Edit
|.
v’ Tosks Edit
M Workbench B Alionz R: Harrison Ford e Review Allianz contract e Post Telecom S.A * NDA template.doc Confidentialit: LOW N/A
i onfidentiality:
= 0O . @ Live v A: Robert De Niro Add « CISOMatic tourist site service « NDA CISOMatic_TSPpdf o Edit
= XY C: Jack Nicholson Edit Edit
2. Drirney sse I
Edit
$h i
@ Suppliers B Amazon web R: Davy cox * |mprove the incident management » AWS Cloudfront *» PIA_CISOMatic_201908.pdf Availability: CRITICAL * Missing protection against distributed
d,‘ Eorms services (AWS) @ Inrenewal v A: Jomes Bond process « AWS Autoscaling « AWS NDA Uniloteral.pdf peiataty: of service DDaS ottacks
C: James Stewart * Reaview the AWS supplier * AWS Cloudformation Edit Regulatory: GDPR, NIS2, DSA * Ransomware, virus, malicious software,
@ Timeline I: Elizabeth Taylor Add * AWS Lambda accidental removal or incorrect sync of
Edit o AWS CloudHSM Edit
A Risks e Asona
55 e Zendesk
il KPIs s Airtable
" ) * Brainframe Technologies
% Collections o Alemian
N . Edit K
& Distributions =
a B Asonc R: Laurence Olivier N/A * Zendesk * Asona_Risikoanalyse_US_Transfer Confid i Ol it | * Abuse of administrative rights
" SoA ': Planned/rev... v A: Olivia de Havilland Add « Amazon web services (AWS) _CISOMgtic.pdf SnHcRnhoity:: YR nema Edit
) C: Edit * Terms - Asana VPN/network
@ ideas/Roadmap , i
l; Edit
EH Documentation .
] B Atlassion R: Leonerdo DiCoprio N/A s Zendesk o ISO/IEC 27001:2013 | Atlassian ) o " * Abuse of administrative rights
; Profile @ Live v A: Tom Hanks Add * Amozon web services (AWS) Edit Sanficeatinlity: Oniy internal VR of Edit
: : Ton ise = dit
° Settmgs IC om Cruise Ed network
# Logout Edit
B Broinframe R: James Bond , Lecnardo DiCaoprio N/A « Post Telecom S.A. Corfidentiality: N/A
Technologies @ Live v A: James Stewart Add * Amaozon web services (AWS) arficentiolity: Edit
Z ASK QUESTION (i Edit
It
: Edit
DA CISOMatic
Switch Workspace B Caonva R: N/A N/A Bod N/A
@ Live - A Add Edit il i Edit
C:
0 BRAINFRAME TECHNOLOGIES sarl. It
PRIVACY POLICY 20240913-3843 Edit
B Cioudinary R: N/A N/A . S N/A
® e . A AdA CAi+ Confidentiality: EAit




Vendor management & dependencies

BRAINmFRAME
Q. Search

A\ Builder
= Files
v Tosks
M Workbench

i= Overview

I Suppliers

} Forms
Timeline

Risks

> & [

=R

KPIs

;'.:

Collections

& Distributions
¢ SoA
@ ideas/Roadmap

Documentation

Profile

< e M

Settings

@

Logout

3. ASK QUESTION

CISOMatic

Switch Workspace

DA

0 SRAINFRAME TECHNOLOGIES s.arl

PRIVACY POLICY  20240913-3843

Iiil
i

P v

Hierarchy List

Entity 1T

B Airtable

B Alionz

B Amozon web

services (AWS)

B Asono

B Atlassion

B Broinframe

Technologies

B Canva

B Cioudinary

INBOX

Suppliers Management [ Search

Stotus RACI ®

R: Marlon Brando

A: Chief information security officer - CISO
C:

I

Edit

Pre-contract... ~

R: Harrison Ford .
A: Robert De Niro

C: Jack Nicholson

I;

Edit

@ Live v

R: Davy cox .
A: James Bond
C: James Stewart .

@ Inrenewal -

I: Elizabeth Taylor
Edit

R: Laurence Olivier

A: Olivia de Havilland
C:

l;

Edit

3

4

Planned/rev...

R: Leonardo DiCaoprio
A: Tom Hanks

C: Tom Cruise

I:

Edit

& Live -

R: James Bond , Lecnarde DiCaprio
A: James Stewart

C:

It

Edit

@ Live <>

® Live B

TR

Edit

=

® e - A

Task

N/A
Add

Review Allianz contract

Add

Improve the incident management
process
Review the AWS supplier

Add

N/A
Add

N/A
Add

N/A
Add

N/A
Add

N/A

AAA

Supporting assets @

o CISOMatic tourist site service
* Amozon web services (AWS)
Edit

e Post Telecom S.A
« CISOMatic tourist site service
Edit

« AWS Cloudfront

« AWS Autoscaling

* AWS Cloudformaticn

o AWS Lambdc

o AWS CloudHSM

s Asona

e Zendesk

s Airtable

* Brainframe Technologies
s Atlassicn

Edit

* Zendesk
« Amazon web services (AWS)
Edit

s Zendesk
* Amazon web services (AWS)
Edit

« Post Telecom S.A.
* Amaozon web services (AWS)
Edit

N/A
Edit

N/A

LA

Documents &

N/A
Edit

* NDA template.doc
« NDA CISOMatic_TSPpdf
Edit

*» PIA_CISOMatic_201908.pdf
« AWS NDA Uniloteral.pdf
Edit

* Asona_Risikoanalyse_US_Transfer

_CISOMgtic.pdf
* Terms - Asana
Edit

* |SO/IEC 27001:2013 | Atlassian

Edit

N/A
Edit

N/A
Edit

N/A

CAliv

YTy,
~ e,
-

BRAINL JJFRAM

Business requirement @

Confidentiality: MECIUM

Confidentiality: LOW

Availability: CRITICAL

Regulatory: GDPR, NIS2, DSA

Confidentiality: Only internal

VPN/network

Confidentiality: Only internal VPN or

network

Cenfidentiality:

Confidentiality:

Confidentiality:

TR n s LO0GH S

CISOMatic
S+ ]
€ [N X
Related risks ® It

N/A
Edit

N/A
Edit

* Missing protection agoinst distributed
of service DDoS attacks
* Ransomware, virus, malicious software,
accidental removal or incorrect sync oi
Edit

e

* Abuse of administrative rights
Edit

* Abuse of administrative rights
Edit

N/A
Edit

N/A
Edit

N/A

EAi+



Vendor management & dependencies

BRAINmFRAME
Q. Search

A\ Builder
= Files
v Tosks
M Workbench

i= Overview

I Suppliers

} Forms
Timeline

Risks

> & [

=R

KPIs

;'.:

Collections

& Distributions
¢ SoA
@ ideas/Roadmap

Documentation

Profile

< e M

Settings

@

Logout

3. ASK QUESTION

CISOMatic

Switch Workspace

DA

0 SRAINFRAME TECHNOLOGIES s.arl

PRIVACY POLICY  20240913-3843

Iiil
i

P v

Hierarchy List

Entity 1T

B Airtable

B Alionz

B Amozon web

services (AWS)

B Asono

B Atlassion

B Broinframe

Technologies

B Canva

B Cioudinary

INBOX

Suppliers Management [ Search

Stotus RACI ®

R: Marlon Brando

A: Chief information security officer - CISO
C:

I

Edit

Pre-contract... ~

R: Harrison Ford .
A: Robert De Niro

C: Jack Nicholson

I;

Edit

@ Live v

R: Davy cox .
A: James Bond
C: James Stewart .

@ Inrenewal -

I: Elizabeth Taylor
Edit

R: Laurence Olivier

A: Olivia de Havilland
C:

l;

Edit

3

4

Planned/rev...

R: Leonardo DiCaoprio
A: Tom Hanks

C: Tom Cruise

I:

Edit

& Live -

R: James Bond , Lecnarde DiCaprio
A: James Stewart

C:

It

Edit

@ Live <>

® Live B

TR

Edit

=

® e - A

Task

N/A
Add

Review Allianz contract

Add

Improve the incident management
process
Review the AWS supplier

Add

N/A
Add

N/A
Add

N/A
Add

N/A
Add

N/A

AAA

Supporting assets @

o CISOMatic tourist site service
* Amozon web services (AWS)
Edit

e Post Telecom S.A
« CISOMatic tourist site service
Edit

« AWS Cloudfront

« AWS Autoscaling

* AWS Cloudformaticn

o AWS Lambdc

o AWS CloudHSM

s Asona

e Zendesk

s Airtable

* Brainframe Technologies
s Atlassicn

Edit

* Zendesk
« Amazon web services (AWS)
Edit

s Zendesk
* Amazon web services (AWS)
Edit

« Post Telecom S.A.
* Amaozon web services (AWS)
Edit

N/A
Edit

N/A

LA

Documents &

N/A
Edit

* NDA template.doc
« NDA CISOMatic_TSPpdf
Edit

*» PIA_CISOMatic_201908.pdf
« AWS NDA Uniloteral.pdf
Edit

* Asona_Risikoanalyse_US_Transfer

_CISOMgtic.pdf
* Terms - Asana
Edit

* |SO/IEC 27001:2013 | Atlassian

Edit

N/A
Edit

N/A
Edit

N/A

CAliv

YTy,
~ e,
-

BRAINL JJFRAM

TR n s LO0GH S

CISOMatic

[ show Ris & @ x

related risks ® itLinked risks

Business requirement @

Confidentiality: MECIUM

Confidentiality: LOW

Missing protection agaoinst distributed
Availebility: CRITICAL )
YODNRY; of service DDoS attocks
Regulatory: GDPR, NIS2, DSA Ransomware, virus, malicious softwarll
accidental removal or incorrect sync ¢

Edit

* Abuse of administrative rights

Confidentiality: Only internal Edit

VPN/network

* Abuse of administrative rights
Edit

Confidentiality: Only internal VPN or

network

Cenfidentiality:

Confidentiality:

Confidentiality:
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Automate Process Flows with Intelligent Forms 777"

* Let others start workflows and processes using our online forms

: - : BRAIN'm-FRAME
Responsible risk disclosure - don’t chase them.

Example of a responsible risk disclosure

Fi“ in I‘esponSibly Todo (6) @ Doing (0O) @ - @
B Weak SSL cert t

e S I S R e * Use your own Word/Excel documents as forms to be filled out

or use simple Q&A:s.

Who do you think is responsible for the issue

* Embed forms into your own intranet/website.

Ardd Emnlaves
AUU CiNpioyee

Add Consultant

Add RoleAndResponsibilfties e Send out recurring document requests for your evidence

collection.
Do you have any suggestion to solve the problem

* Auto-calculate risks based on replies received.

Your estimated impact on confidentiality *

Select value -

WWW.BRAINFRAME.COM
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User interface - Input forms araN{RdFRAME
mrandfirmasee. = e CISOMatic

Ce

Q. Searct Access request 1k ‘ Show Fc X
Select Form W/ N ==
s Fil i -
SR QUESTIONS SETTINGS
@esmr v I D
ED TR
Form lille
150] " IERDHR ¢ |
= Overview Access reques --
& Primary assets -
I Vendors 1A
&a Forms *
O Free text O Document property @ Risk Mapping
@ Timeline
Question Weight 1 ol
A Risks
o Text Reply score [5=high risk)
i KPis
5 (high) 5 - W
%! Collections
Cuestion Text Reply score [5=high risk)
B3 Dictribt
& Distributions Your estimated impact on confidentiality 4 4 - @
| )
tv SoA Text Reply score [5=high risk)
) : 3 (Medium) 3 - @
@ Ideas/Roadmap
Text Reply score [S=high risk)
. .
a Profile 5 , ~ @
2 Settings
= Logout ‘
@ Free text O Document property O Risk Mapping
pc CISOMatic B
Switch Workspace Hesten
What is the full name of the employee requesting the access change Free text placeholder

o BRAINFRAME TECHNOLOGIES st r

PRIVACY POLICY 20240605-3654

I A CO_Required, o cive e e oo




srAIN{ 1)} FRAME

Define, Document & Track your Objectives

< @ Objectives tracker >

Nx
T ey
1900 - ——
—_— — —_—
e —_— —
loo
A
® Proguer &

I T KP1 T % 01 ¢ " of Lo -
i g = De I ge - g 3 F q e

.....

March

"“ KP| OVERVIEW f(x COMPLEX FORMULA @ TARGETS & TRENDS
4

WWW.BRAINFRAME.COM



BRAlN“m'ERAME

User interface - Objectives/KPIs

() Search

L

m

=
1
4

L ]

%
=

LT

e

o

DC

@ BRAINFEAME TECHNOLOGIES s.aurl.

Files

Tasks

Warkbench

Overview

Primary assets

Vendors

Forms

Timeline

Collections
Distributions

Sob

Ideas/Roadmap

Profile
Settings

Logout

CISOMatic

Switch Workspoce

P v INBOX

KPIS Search KPI B
KPI Name It

Secure workstations

Average Time to Detect

Compliance score

Security/Privacy aworeness training

Average Time to Respond

High web service availability

Timely resolution CRITICAL infrastructure vuinerabilities
Timely resolution CRITICAL application vulnerabilities
Timely resolution CRITICAL workstation vuinerabilities
Ne important vulnerabilities - Onboarding tool

No important vulnerabilities - Fiber consultation

No important vulnerabilities - Commercial website

No privocy/security incidents

KPI Type It
Unit tracking
Unit tracking
Percentoge tracking
Percentage tracking
Unit tracking
Percentage tracking
Unit tracking
Unit tracking
Unit tracking
Unit tracking
Unit tracking
Unit tracking

Unit trocking

KPI Type Description

Track the unit progress

Track the unit progress

Track the progress in percentage
Track the progress in percentage
Track the unit progress

Track the progress in percentoge
Track the unit progress

Track the unit progress

Track the unit progress

Track the unit progress

Track the unit progress

Track the unit progress

Track the unit progress

KPI target
0

10

80

100

99.5
10

10

Lost reading

2.00
58.00
50.00
96.00
20.00
99.60
90.00
15.00
17.00
6.00
11.00
186.00

5.00

Last reading date 1t
21/03/2024 03:06 PM
19/11/2023 06:17 PM
16/11/2023 02:48 PM
16/08/2023 03:14 PM
04/04/2023 04:57 PM
06/03/2023 09:55 AM
01/11/2022 03:04 PM
01/11/2022 03:02 PM
01/11/2022 03:00 PM
01/11/2022 02:59 PM
01/11/2022 D2:56 PM
01/11/2022 02:55 PM

01/11/2022 11119 AM

e
AV LTy,
-

BRAINL JJFRAM

TR n s LO0GH S

CISOMatic

Document properties

Owner:

Owner:

Owner:

Owner:

Owner:

Owner:

Owner:

Owner:

Owner:

Owner:

Owner:

Owner:

Owner:

Chief information security officer - CISO
Chief Technology Officer - CTO

Chief information security officer - CISO
HR Manager

Chief Technology Officer- CTO
Infrastructure monaoger

Chief Technology Officer - CTO

Chief Technology Officer - CTO

Chief Technology Officer - CTO

Chief Technology Officer- CTO

Chief Technology Officer - CTO

Chief Technology Officer - CTO

Chief information security officer - CISO [«

WWW.BRAINFRAME.COM




Visually Map Dependencies of Assets/Risks/Controls

BRAINL ) FRAME

PLOGI LS

A unique feature of Brainframe is the capability of offering a holistic and visual representation of dependencies and links

between assets, risks and related controls.

%D ocument management

7 =
P1nr  Asset management ==X’ Dependency tracker

&) A.5.1.1 Policies for information seetrity

V{eﬁ.‘!

&) A.6.1.2 Segregation of duties

<E ACME Group - Code of Conduct

) |
r 2

A.5.1.2 Review of the policies for information security

) A.6.2.1 Mobile device policy

|

P .
(@ @Y%) @

A.6.2.2 Teleworking

Procedure

\ A.8.2.1 Classification of information

Procedure

 A.8.3.2 Disposal of media

=iy

A.8.1.3 Acceptable use of assets

Procedure

(W) A.9.1.1 Access control policy

— ~oigy

—~ é @) A.10.1.1 Policy on the use of cryptographic controls

- ) A.7.1.2 Terms and conditions of employment

Procedure

4y
@) A.7.2.3 Disciplinary process

Procedure

T
‘B) A-11.1.1 Physical security perimeter

&) A.13.1.1 Network controls ~ / N P

— — &) A.11.2.7 Secure disposal or reuse of equipment
3.1.3 Segregation Tmnetworks AT

o~ ‘®) A.12.3.1 Information backup

™S "4 Procedure
| 4

\

} ‘%) A.12.1.2 Change management
< Solicy

»

‘W) A13.21 Information transfer policies and procedures

'\

Procedore

»

A mesaan T N ] 1

xl

@

Accounting system

Action to take

Algorithm

Auditable proof

Authentication system
Backend system

Backups

Billing system

Building, office or room
Business Continuity Plan (BCP)
Business risk

CRM

Certificate

Cloud SaaS Product/Service
Company

Company landing page or portal
Contact person

Patent, contract, certificate or proof of o

Corrective or preventive action (CAPA)

WWW.BRAINFRAME.COM



User interface - Dependencies

BRAIN m FRAME

o

&~

<3

=X b @

CSCE N

Tasks

Warkbench

Overview

Primary assets

Vendors

Forms

Timeline

Risks

KPis

B! Collections

e’

@

DC

Distributions
SoA

Ideas/Roadmap

Profile
Settings

Logout

CISOMatic

Switch Workspaoce

|

¢ BRAINFRAME TECHNOLOGIES sa.l

PRIV

CY POLICY 20240605-3654

L v

Iiil
i

INBOX

Include Subfolders

ynications Policy

,M;ﬁ‘wa%d Cor %Eh

\ rf&at - Threot Detection and Preventron gpggqqlc - Secure Product Development and Product Security

’ Policy
(7 cem - Configuration and Change Management Policy
i‘" 7 (T privocy-policy - Privacy Polic
Y breach - Business Continuity and Disaster Recovery Polic v) e o :

PO ¥

\-

( _)Sﬂ?k'e Coockie Policy

) bcd: Breach Investigation and Notification Policy

Peicy

»{ ) osset-mgmt - Asset Inventory Management

o’ Py

() vendor - Third Party Security, Vendor Risk Managément ond Systems/Services Acquisition Policy

“‘,/ Poicy
( J corp-gov - Corporate Governance Policy
N b oMy
- i .
'Q Lwlnmdent Response Rofley \ is-policy - Employee Handbook and Policy Quick Reterence

() vuln-mgmt - Vulnerability Management

L. Boday

‘; ") policy-mgmt - Management Policy

S "ohdy

© ) system-gudit - System Audits, Monitoring ond Assessments Policy
_‘ wly
(" e@ccess - Access Policy

N ooy

(" y¥isk-mgmt - Risk Management Policy

btazy

g ‘ﬁoto -mgmt - Dote Manogement Policy

P.rc ¥

dato- pmtectuon Data Protection Policy
Pty
) focility - Focllity Access and Physical Security Policy

\ / ebty

s
WA '/,

BRAING Y I FrRAM

TR n s LO0GH S

CISOMatic
&5

Policies v

tourist site mobnle app service

Core Business 5
sk register
Check List

AWS Account - Apps - Frankfurt {123)

IT Room, Datacenter or cloud provider

/ CISOMgtic tourist site service
POWGVC'UWﬂdmely gorrectiop of Infrastructure vulner sCore Business Service

Backend sys\em/ Confidentialt v Risk [CiA)

ntegnty por avallabs
Non-timely\éorrection of PowerCrush vult %es /

Contidentiality, ihtearity or avallability Risk [CIA) S5 O, orruptnoryo’f tourist prOflle dato

anf ~d;'1t ality rity or availabdity Risk (Ci4)
Insufficient cob%c‘:i d
Configentiality, intedgty or'gw
\

Insufficient
ConfidentialRy, o

AWS Cloudformation

Soas Preduct/Service

Clearview service
Core Business Service

oach data stored-ori our systems con be breached

RP documentation (US data processing su
At n.. fRenty ars availotdity Risk (CIA)
o :n-:l \LL lx' 03

E Chief Technology Officer - CTO
Rofe ond regfoibosesor corruption of VR Tracking dato

Confidentiality, integrity or availabiity Risk (CIA)
a powerful replacement that also blocks bad actors

issi octi i f
\ Canfidentia : O&%ﬁ 2 %ted c'}grq'?vl't éﬁ o'ﬁq% e

en wnIIB‘e‘EQl_\I N:

re
C (oLr‘Ta“ﬁrmwv-nber

Toanfidentiakty, integrity or avalabiity Risk (CIA)

! sae(of/ admii
Can-} Entiality, grit

“Jomes Bond J/ \
Consultant
Dotadog @Ruw@% eRtE/IPS
Ero?dqn Webservice heckTis rﬁ—fgc’. detection system (DS}
mployge
PowerCrush ooking widget A S VEC
Frontend s ;te Clodd Saas Pw_,mk ervice
/ \

PowerCrush ¢ontains multiple critical/hig ickeumdrabilities that cannot be fixed

Confidentiality, Jntegrity or availability Risk {CiA) Cloud SaaS Product/Service

GDPR comg ) Tiotificotion to supervisory authority
i TR AT HRRR RURE

Confidentiality Srfagrt) SFaleniatitty

VW VW VWV eJEINUEIINYE ENMUIVIERe W W IV



BRAINAG ¥ AFRAME

Easy Document Distribution SRR

()]
£+ Document distribution
d3zad

* Send specific versions of your policies and procedures to staff

& suppliers & audits per mail without login for online review &

approval.

* Track auditable approvals per document.

e Centrally track progress.

* Continuously monitor document acknowledgment status.

* Distribute training video’s for awareness



Di
BRAleF'RAME

(1 Search

A Builder

E® Files

v Tasks

M Workbench
= Overview
& Primary assets
I Suppliers
& Forms

@ Timeline
A Risks

a1 KPIs

%! Collections

& Distributions

¢ SoA

@ |deas/Roadmap

B Documentation
- Profile
2 Settings

® Logout

3. ASK QUESTION

DA CISOMatic
Switch Workspaoce
o BRAINFRAME TECHNOLOGIES s.al.
PRIVACY POLICY  20240913-3843

stributions - Internal view

=

&

v

INBOX

@ ISMS - CISOMatic policies

Select Distribution ~

Introduction

B PRC-LEGAL-01 Introduction to document approval

@ PRC-ALL-01 Disciplinary process

B POL-ALL-01 Policies for information security

B PRC-ALL-27 External and internal issues

@ Cryptography

H Excel examplesss.xlsx

Policies

B Code of Conduct

B POL-HR-01 Equal Opportunities Policy

B POL-MARKETING-01 Social Media Guidelines

B POL-ALL-02 Review of the policies for information security

B POL-ALL-09 POL-ALL-03 Mobile device policy

B POL-ALL-04 Acceptable use of assets

B POL-IT-01 Secure development policy

B POL-IT-02 Network controls

B POL-IT-03 POL-IT-03 Access control policy

B POL-IT-04 Management of removable media

KSR

-

BRAINL JJFRAM

TR n s LO0GH S

Show Distribution View

0.1.0 - 16/07/2024 09:12 AM

1.0.0 - 22/08/2022 06:32 PM

1.1.0 - 11/05/2024 03:55 PM

0.1.0 - 15/02/2023 04:51 PM

18/07/2023 11:20 AM

15/09/2024 12:29 PM

1.0.1 - 22/08/2022 12:06 PM

1.0.0 - 19/08/2022 02:13 PM

1.0.0 - 04/08/2022 03:11 PM

1.0.0 - 09/08/2022 08:14 A

1.0.1-13/08/2022 10:55 AM

1.0.0 - 09/08/2022 07:57 A..

1.0.0 - 12/08/2022 12:45 PM

1.0.0 - 09/08/2022 08:13 A..

-

‘

0%

95.08%

0%

0%

1.64%

0%

95.08%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

CISOMatic

‘ Manaoge & Notify Contaocts (78.53% Completed) ’ Z Ml & 8 X

g X

g X

VWWVW.BKAINFKAINIE.CUIVI



Di

BRAIN{ |} FRAME
Q Search

A\ Builder

Em Files

v Tasks

M Workbench

Overview

&

Primary assets

&

Suppliers
Forms
Timeline

Risks

X P B I

KPIs

#

Collections

Distributions

LI O

SoA

ideas/Roadmap
Documentation

Profile

¢ e M

Settings

¥

Logout

3. ASK QUESTION

CISOMatic

Switch Workspaoce

DA

O SRAINFRAME TECHNOLOGIES s.a.-l.

PRIVACY POLICY  20240913-3843

liil
i

stributions - Internal view

INBOX

@ ISMS - CISOMatic policies

Select Distribution v

Introduction

PRC-LEGAL-01 Introduction to document approval
B PRC-ALL-01 Disciplinary process

B POL-ALL-01 Policies for information security

B PRC-ALL-27 External and internal issues

& Cryptography

M Excel examplesss.xlsx

Policies

B Code of Conduct

B POL-HR-01 Equal Opportunities Policy

B POL-MARKETING-01 Social Media Guidelines

B POL-ALL-02 Review of the policies for information security
B POL-ALL-09 POL-ALL-03 Mobile device policy

B POL-ALL-04 Acceptable use of assets

B POL-IT-01 Secure development policy

B POL-IT-02 Network controls

B POL-IT-03 POL-IT-03 Access control policy

B POL-IT-04 Management of removable media

BRAIN

AV Ty,
'/,
-

FRAM

TR n s LO0GH S

Show Distribution View

0.1.0 - 16/07/2024 09:12 AM

1.0.0 - 22/08/2022 06:32 PM

1.1.0 - 11/05/2024 03:55 PM

0.1.0 - 15/02/2023 04:51 PM

18/07/2023 11:20 AM

15/09/2024 12:29 PM

1.0.1 - 22/08/2022 12:06 PM

1.0.0 - 19/08/2022 02:13 PM

1.0.0 - 04/08/2022 03:11 PM

1.0.0 - 09/08/2022 08:14 A

1.1.0 - 13/09/2022 07:08 PM

1.0.1 - 13/08/2022 10:55 AM

1.0.0 - 09/08/2022 07:57 A..

1.0.0 - 12/08/2022 12:45 PM

1.0.1- 13/08/2022 10:46 AM

1.0.0 - 09/08/2022 08:13 A..

Progress per specific document version

0%

s 95.08%

0%

0%

95.08%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

CISOMatic

[ Manage & Notify Contacts (78.53% Completed) ] Ml & e X

0

Ce



Distributions - Internal view

BRAIN{ [} FRAME = £ v INBOX
Q Search @ ISMS - CISOMatic policies
Select Distribution v
Builder
& Introduction
E® Files
v Taosks B PRC-LEGAL-01 Introduction to document approval

M Workbench

> = 2 1 . - .
= Oussiici @ PRC-ALL-01 Disciplinary process

& Primary assets B POL-ALL-01 Policies for information security
I Suppliers
& Forms B PRC-ALL-27 External and internal issues
@ Timeline
& Cryptography
A Risks
M KPIs B Excel examplesss.xlsx
%] Collections
& Distributions Policies
® SoA
¢ B Code of Conduct
@ \|deas/Roadmap
B Documentation B POL-HR-01 Equal Opportunities Policy
= Profile
B POL-MARKETING-01 Social Media Guidelines
2 Settings
@ Logout B POL-ALL-02 Review of the policies for information security
z ASK QUESTION B POL-ALL-09 POL-ALL-03 Mobile device policy
DA CISOMatic B POL-ALL-04 Acceptable use of assets

Switch Workspaoce

B POL-IT-01 Secure development policy

U BRAINFRAME TECHNOLOGIES sl

PRIVACY POLICY  20240913-3843

B POL-IT-02 Network controls

B POL-IT-03 POL-IT-03 Access control policy

B POL-IT-04 Management of removable media

'
W |I/,

-

BRAINL JJFRAM

TR n s LO0GH S

Global approval progress

Show Distribution View

0.1.0 - 16/07/2024 09:12 AM

1.1.0 - 11/05/2024 03:55 PM

0.1.0 - 15/02/2023 04:51 PM

18/07/2023 11:20 AM

15/09/2024 12:29 PM

1.0.1 - 22/08/2022 12:06 PM

1.0.0 - 19/08/2022 02:13 PM

1.0.0 - 04/08/2022 03:11 PM

1.0.0 - 09/08/2022 08:14 A

11.0 - 13/09/2022 07:08 PM

1.0.1 - 13/08/2022 10:55 AM

1.0.0 - 09/08/2022 07:57 A..

1.0.0 - 12/08/2022 12:45 PM

1.0.1- 13/08/2022 10:46 AM

1.0.0 - 09/08/2022 08:13 A..

-

‘.

0%

95.08%

0%

0%

1.64%

0%

95.08%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

93.44%

CISOMatic

=

g X

g X

Ce

VWWVW.BKAINFKAINIE.CUIVI



Distributions - Employee/Supplier/Auditor view

YL Ly,
-~ -

BRAIN{ ) FRAME

SPLO0GH LS

Contacts receive an invite per mail to read and formally approve all documents from the distribution

ISMS - Paolicies

Introduction Search document

intro Introduction to document approval

is-policy Employee Hondbook and Policy Quick Reference

Policies

access Access Policy

asset-mamt Asset Inventory Management Policy

risk-mgmt Risk Management Policy

rar Roles, Responsibilities and Training Policy

compliance-audit Compliance Audits and External Communications
Policy

vuln-mgmt Vulnerability Management

hr HR and Personnel Security Policy

data-mgmt Data Management Policy

facility Facility Access and Physical Security Policy

system-audit System Audits, Monitoring and Assessments Policy

threat Threat Detection and Prevention Policy

vendor Third Party Security, Vendor Risk Management and
Systems/Services Acquisition Policy

mdm Maobile Device Security and Storage Media Management

L T

S intro Introduction to document approval Mark As Read & Understood =12V FRAME

Procedure

This is the first document you should read to understand how we want to communicate policies and procedures to you. A distribution is a grouping of multiple policies and/for procedures that Management
decided on and would like you to carefully review, understand and apply.

Qverview

1. On the left top you see all the distributions assigned to you. We only require you to formally read and approve the policies, but we count on your best effort to understand and apply the related
procedures in your day-to-day work.

2. On the left side of this text you see a list of documents from the current selected distribution (ISMS policies). Please open and read them one by one starting from the top.

3. For documents where we need your approval, you'll see a red button with "Mark as Read & understood” on the right top. By clicking on it, you are providing auditable proof and confidence in
your compliance with the content defined in that document.

4. As you will need to approve multiple documents, you'll see your overall progress in the top left. The distribution with procedures does not reguire you to mark as read, S0 no progress is shown in
that case.

5. Some people might get some additional department specific distributions assigned to them_ If this applies to you, you will see multiple distributions in the top left.

In case some links inside a document indicate that you have no pemmission, this means they are not part of distributions assigned to you. If 50, you do not need to provide your explicit
understanding/approval, so that you can proceed to ignore them.

Please note that policies and procedures are versioned and can evalve over time to align with the business evolution and new requirements. This means that you may receive new invites in the future to
approve those new versions. They will be easy to identify, as you will see non-approved documents with a red dot in front.

At any time you can consult the latest version of our policies and procedures with the following links (please make sure to bookmark them):
+ ISMS- Policies
s |SMS- Procedures

Your participation and thinking with us is essential for our continuous improvement, 3o if you identify non-compliance with our policies, or if you have improvement recommendations or special
remarks regarding the policies and procedures, it is your duty to report this to your Manager and the Compliance Team, so that we can properly document it and implement a comection. Flease do so by

sending an email to security@ com with your Manager in CC.

We kindly ask you to Read and Mark as Approved =il documents in the list on the left. Once you've done so, they show as green.

Thank you in advance for your time and cooperation,

The Compliance Team

Document comments & activity

Add a comment

WWW.BRAINFRAME.COM
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Distributions - Employee/Supplier/Auditor view

Contacts receive an invite per mail to read and formally approve all documents from the distribution

......

ISMS - Policies o ' = intro Introduction to document approval Mark As Read & Understood [ =137-\1)V] FRAME

Document content

Introduction Search document Procedure

This is the first document you should read to understand how we want to communicate policies and procedures to you. A distribution is a grouping of multiple policies and/for procedures that Management
decided on and would like you to carefully review, understand and apply.

@ intro Introduction to document approval

) is-policy Employee Handbook and Policy Quick Reference OVEW|EW
1. On the left top you see all the distributions assigned to you. We only require you to formally read and approve the policies, but we count on your best effort to understand and apply the related

Policies procedures in your day-to-day work.

2. On the left side of this text you see a list of documents from the current selected distribution (ISMS policies). Please open and read them one by one starting from the top.

L access Access Policy 3. For documents where we need your approval, you'll see a red button with "Mark as Read & understood” on the right top. By clicking on it, you are providing auditable proof and confidence in
your compliance with the content defined in that document.

L asset-mgmt Asset Inventory Management Policy 4. As you will need to approve multiple documents, you'll see your overall progress in the top left. The distribution with procedures does not require you to mark as read, 30 no progress is shown in
that case.

@ risk-mgmt Risk Management Policy 5. Some people might get some additional department specific distributions assigned to them. [T this applies to you, you will see multiple distributions in the top left.

— o , In case some links inside a document indicate that you have no pemmission, this means they are not part of distributions assigned to you. If 50, you do not need to provide your explicit
® rar Roles, Respensibilities and Training Policy understanding/approval, so that you can proceed to ignore them.
. , ) . L Please note that policies and procedures are versioned and can evalve over time to align with the business evolution and new requirements. This means that you may receive new invites in the future to
compliance-audit Compliance Audits and External Communications approve those new versions. They will be easy to identify, as you will see non-approved documents with a red dot in front.
Policy
At any time you can consult the latest version of our policies and procedures with the following links (please make sure to bookmark them):
+ ISMS- Policies

@ vuln-mgmt Vulnerability Management « ISMS- Procedures

) hr HR and Personnel Security Policy Your participation and thinking with us is essential for our continuous improvement, 3o if you identify non-compliance with our policies, or if you have improvement recommendations or special
remarks regarding the policies and procedures, it is your duty to report this to your Manager and the Compliance Team, so that we can properly document it and implement a comection. Flease do so by
sending an email to security@ ..com with your Manager in CC.

@ data-mgmt Data Management Policy ) ) )
We Kindly ask you to Read and Mark as Approved all documents in the list on the left. Once you've done so, they show as green.

@ facility Facility Access and Physical Security Policy Thank you in advance for your time and cooperation,

¢ gystem-audit System Audits, Monitoring and Assessments Policy

Document comments & activity
@ threat Threat Detection and Prevention Policy
P vendor Third Party Security, Vendor Risk Management and Add a comment

Systems/Services Acquisition Policy

mdm Maobile Device Security and Storage Media Management

L T
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Contacts receive an invite per mail to read and formally approve all documents from the distribution
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Procedure

Introduction Search document

This is the first document you should read to understand how we want to communicate policies and procedures to you. A distribution is a grouping of multiple policies and/for procedures that Management
decided on and would like you to carefully review, understand and apply.

@ intro Introduction to document approval

) is-policy Employee Handbook and Policy Quick Reference 0VEW|E‘W
1. On the left top you see all the distributions assigned to you. We only require you to formally read and approve the policies, but we count on your best effort to understand and apply the related

Policies procedures in your day-to-day work.

2. On the left side of this text you see a list of documents from the current selected distribution (ISMS policies). Please open and read them one by one starting from the top.

L access Access Policy 3. For documents where we need your approval, you'll see a red button with "Mark as Read & understood” on the right top. By clicking on it, you are providing auditable proof and confidence in
your compliance with the content defined in that document.

L asset-mgmt Asset Inventory Management Policy 4. As you will need to approve multiple documents, you'll see your overall progress in the top left. The distribution with procedures does not require you to mark as read, 30 no progress is shown in
that case.

@ risk-mgmt Risk Management Policy 5. Some people might get some additional department specific distributions assigned to them. [T this applies to you, you will see multiple distributions in the top left.

— o , In case some links inside a document indicate that you have no pemmission, this means they are not part of distributions assigned to you. If 50, you do not need to provide your explicit
® rar Roles, Respensibilities and Training Policy understanding/approval, so that you can proceed to ignore them.
. , ) . L Please note that policies and procedures are versioned and can evalve over time to align with the business evolution and new requirements. This means that you may receive new invites in the future to
compliance-audit Compliance Audits and External Communications approve those new versions. They will be easy to identify, as you will see non-approved documents with a red dot in front.
Policy
At any time you can consult the latest version of our policies and procedures with the following links (please make sure to bookmark them):
+ ISMS- Policies

@ vuln-mgmt Vulnerability Management « ISMS- Procedures

) hr HR and Personnel Security Policy Your participation and thinking with us is essential for our continuous improvement, 3o if you identify non-compliance with our policies, or if you have improvement recommendations or special
remarks regarding the policies and procedures, it is your duty to report this to your Manager and the Compliance Team, so that we can properly document it and implement a comection. Flease do so by
sending an email to security@ ..com with your Manager in CC.

@ data-mgmt Data Management Policy ) ) )
We Kindly ask you to Read and Mark as Approved all documents in the list on the left. Once you've done so, they show as green.

@ facility Facility Access and Physical Security Policy Thank you in advance for your time and cooperation,

¢ gystem-audit System Audits, Monitoring and Assessments Policy

B Comments
Document comments & activity
@ threat Threat Detection and Prevention Policy
P vendor Third Party Security, Vendor Risk Management and Add a comment

Systems/Services Acquisition Policy

mdm Maobile Device Security and Storage Media Management

L T
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Contacts receive an invite per mail to read and formally approve all documents from the distribution

Approval
ISMS - Policies 2 intro Introduction to document approval Mark As Read & Understood BRAIN FRAME
Introduction Search document Procedure

This is the first document you should read to understand how we want to communicate policies and procedures to you. A distribution is a grouping of multiple policies and/for procedures that Management
decided on and would like you to carefully review, understand and apply.

@ intro Introduction to document approval

) is-policy Employee Handbook and Policy Quick Reference OVEW|E‘W
1. On the left top you see all the distributions assigned to you. We only require you to formally read and approve the policies, but we count on your best effort to understand and apply the related

Policies procedures in your day-to-day work.

2. On the left side of this text you see a list of documents from the current selected distribution (ISMS policies). Please open and read them one by one starting from the top.

L access Access Policy 3. For documents where we need your approval, you'll see a red button with "Mark as Read & understood” on the right top. By clicking on it, you are providing auditable proof and confidence in
your compliance with the content defined in that document.

L asset-mgmt Asset Inventory Management Policy 4. As you will need to approve multiple documents, you'll see your overall progress in the top left. The distribution with procedures does not reguire you to mark as read, S0 no progress is shown in
that case.

@ risk-mgmt Risk Management Policy 5. Some people might get some additional department specific distributions assigned to them. If this applies to you, you will see multiple distributions in the top left.

— o , In case some links inside a document indicate that you have no pemmission, this means they are not part of distributions assigned to you. If 50, you do not need to provide your explicit
® rar Roles, Respensibilities and Training Policy understanding/approval, so that you can proceed to ignore them.
. , ) . o Please note that policies and procedures are versioned and can evalve over time to align with the business evolution and new requirements. This means that you may receive new invites in the future to
compliance-audit Compliance Audits and External Communications approve those new versions. They will be easy to identify, as you will see non-approved documents with a red dot in front.
Policy
At any time you can consult the latest version of our policies and procedures with the following links (please make sure to bookmark them):
+ ISMS- Policies

@ vuln-mgmt Vulnerability Management « ISMS- Procedures

) hr HR and Personnel Security Policy Your participation and thinking with us is essential for our continuous improvement, 3o if you identify non-compliance with our policies, or if you have improvement recommendations or special
remarks regarding the policies and procedures, it is your duty to report this to your Manager and the Compliance Team, so that we can properly document it and implement a comection. Flease do so by
sending an email to security@ ..com with your Manager in CC.

@ data-mgmt Data Management Policy ) ) )
We Kindly ask you to Read and Mark as Approved all documents in the list on the left. Once you've done so, they show as green.

@ facility Facility Access and Physical Security Policy Thank you in advance for your time and cooperation,
The Compliance Team

¢ gystem-audit System Audits, Monitoring and Assessments Policy

Document comments & activity
@ threat Threat Detection and Prevention Policy
P vendor Third Party Security, Vendor Risk Management and Add a comment

Systems/Services Acquisition Policy

mdm Maobile Device Security and Storage Media Management

L T
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Contacts receive an invite per mail to read and formally approve all documents from the distribution

ISMS - Paolicies

All documents & approval status

Introduction Search document

@ intro Introduction to document approval

@ is-policy Employee Handbook and Policy Quick Reference

Policies

access Access Policy

asset-mamt Asset Inventory Management Policy

risk-mgmt Risk Management Policy

rar Roles, Responsibilities and Training Policy

compliance-audit Compliance Audits and External Communications
Policy

vuln-mgmt Vulnerability Management

hr HR and Personnel Security Policy

data-mgmt Data Management Policy

facility Facility Access and Physical Security Policy

gystem-audit System Audits, Monitoring and Assessments Policy

threat Threat Detection and Prevention Policy

vendor Third Party Security, Vendor Risk Management and
Systems/Services Acquisition Policy

mdm Maobile Device Security and Storage Media Management

L T
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Procedure

This is the first document you should read to understand how we want to communicate policies and procedures to you. A distribution is a grouping of multiple policies and/for procedures that Management
decided on and would like you to carefully review, understand and apply.

Qverview

1. On the left top you see all the distributions assigned to you. We only require you to formally read and approve the policies, but we count on your best effort to understand and apply the related
procedures in your day-to-day work.

2. On the left side of this text you see a list of documents from the current selected distribution (ISMS policies). Please open and read them one by one starting from the top.

3. For documents where we need your approval, you'll see a red button with "Mark as Read & understood” on the right top. By clicking on it, you are providing auditable proof and confidence in
your compliance with the content defined in that document.

4. As you will need to approve multiple documents, you'll see your overall progress in the top left. The distribution with procedures does not reguire you to mark as read, S0 no progress is shown in
that case.

5. Some people might get some additional department specific distributions assigned to them_ If this applies to you, you will see multiple distributions in the top left.

In case some links inside a document indicate that you have no pemmission, this means they are not part of distributions assigned to you. If 50, you do not need to provide your explicit
understanding/approval, so that you can proceed to ignore them.

Please note that policies and procedures are versioned and can evalve over time to align with the business evolution and new requirements. This means that you may receive new invites in the future to
approve those new versions. They will be easy to identify, as you will see non-approved documents with a red dot in front.

At any time you can consult the latest version of our policies and procedures with the following links (please make sure to bookmark them):
+ ISMS- Policies
s |SMS- Procedures

Your participation and thinking with us is essential for our continuous improvement, 3o if you identify non-compliance with our policies, or if you have improvement recommendations or special
remarks regarding the policies and procedures, it is your duty to report this to your Manager and the Compliance Team, so that we can properly document it and implement a comection. Flease do so by

sending an email to security@ com with your Manager in CC.

We Kindly ask you to Read and Mark as Approved all documents in the list on the left. Once you've done so, they show as green.

Thank you in advance for your time and cooperation,

The Compliance Team

Document comments & activity

Add a comment
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Works with Any Standard or Framework Rirmanee

o]
ft.q Requirement mapping
aqf”

e Perfect for multi-standard mapping | miaq
* 15027001 * 1S09001 * NIS, NIS2
* 1S027017 * 1SO13485 « GDPR
* 15027701 * FSSC CSSF PSF « NIST
« SOC2 « DORA * HIPAA, ...

* Build your own framework/requirements

* Track policy & procedure relations

* One central place to store all your evidences

* Link your requirement applicability to risks

 Possibility to purchase 1SO027001:2022 policies/procedures

separately
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Policies

More than 40 ready to use policies aligned with I1ISO 27001:2022

Employee Handbook and Policy Quick Manual:
e Third Party Security, Vendor Risk Management and Systems/Services Acquisition Policy
e Configuration and Change Management Policy
e System Audits, Monitoring and Assessments Policy
e Asset Inventory Management Policy
e Facility Access and Physical Security Policy
e Vulnerability Management
e Compliance Audits and External Communications Policy
* HR and Personnel Security Policy
* Roles, Responsibilities and Training Policy
e Employee Handbook and Policy Quick Reference
e Privacy Policy
e Corporate Governance Policy
* Business Continuity and Disaster Recovery Policy
e Secure Product Development and Product Security
* Incident Response Policy
e Breach Investigation and Notification Policy
e Management Policy
e Cookie Policy
e Privacy and Consent Policy
e Mobile Device Security and Storage Media Management Policy
e Data Management Policy
e Threat Detection and Prevention Policy
e Access Policy
e Risk Management Policy
e Data Protection Policy

WWW.BRAINFRAME.COM



Procedures

More than 145 ready to use procedures aligned with 1ISO 27001:2022

e Threat Intelligence Monitoring

e Training, Education, Awareness and Responsibilities
e Understanding the Policies and Documents

e Use of USB Flash Drive and External Storage Device
e Emergency Change

e Acceptable Use of End-user Computing

e Assignment of Roles and the Security Committee

e Metrics, Measurements and Continuous Monitoring
e Policy and Compliance Training

e Production Data Access

e Digital Asset Inventory

e Dynamic Application Security Testing

e Encryption Key Management

e Free and Open Source Software (FOSS) Security.

e Employee Onboarding Procedures

e Employee Performance Review Process

e Employee Screening Procedures

e Employee Workstation / Endpoints Access and Usage
e Fraud Risks

e Non-Compliance Investigation and Sanctions

e Ongoing Awareness Training

e QOutsourced Software Development

e Physical Asset Inventory

e Physical Security

e Policies and Controls Framework

e Policy Management Process

e Privacy Policy

e Production Deploy / Code Promotion Processes

e Production Environments and Data Recovery

* Production System Monitoring and Paging

e Production Systems Provisioning

e Protecting Data At Rest

e Provisioning AWS Accounts

e Quality of Service

e Remediation of Control Deficiencies

e Access to PHI/ePHI

HR Management and Reporting

Incident Categories and Playbooks
Incident Management Process

Incident Tracking and Records

Information Security Program and Scope
Internal Business Communications
Internal/Manual Auditing Activities
Requesting Audit and Compliance Reports
Review and Reporting of Audit Findings
Security Architecture

Security Findings Reporting, Tracking and Remediation
Security Principles

Risk Management Process

Security Program Overview

Sample Letter to Customers in Case of Breach
Employee Exiting/Termination Procedures
Employee Issue Escalation

Stakeholder overview

List of Contacts for Authorities
Whistleblower Policy and Process

Work Site Recovery

Vendor Contractual Agreements

Audit Trails and Application Security Events Logging
Standard

Audit Trail Integrity

Data Deletion

Automated change management for deploys to AWS
Backup and Recovery

Configuration and Management of Network Controls

Configuration and Provisioning of Management Systems

Configuration Management Processes
Configuration Monitoring and Auditing
Data Integrity Protection

Data Handling Requirements Matrix

Data Inventory and Lifecycle Management
Review and Reporting

Auditing Customer and Partner Activity i

BCDR Obijectives and Roles i
Breach Investigation Process *
Platform Customer Responsibilities i
Compliance Program Management i
Continuous Compliance Monitoring °

Cyber Liability Insurance i
Data Classification Model i
Emergency Operations Mode *
General Disaster Recovery Procedures *
Monitoring Vendor Risks *
Vulnerability Scanning and Infrastructure Security Testing®
Web Application Protection i
Static Application Security Testing (SAST) o
HIPAA Awareness Training *
Paper Records *
Responsible Disclose and Bug Bounty Program *
Temporary Access to AWS Accounts and Resources °

Data Center Security °
Support and Management of BYOD Devices *
Board of Directors Responsibilities *

Audit Requests *
Protecting Data In Transit
Protecting Data In Use
Remote Access / VPN
Role Based Access Control (RBAC) ¢
Risk Assessment and Analysis

Risk Management Objectives

Risk Mitigation and Monitoring

Risk Registry

High Level Application Security Requirements

Data Protection Implementation and Processes
Secure Design and Application Threat Modeling
Access Control of the Application

Access Establishment, Modification and Termination
Access Reviews

««««««

BRAIN{ { ) FRAME

Application Service Event Recovery

Auditing and Assessment Tools

Media Disposal Process

Multi-factor Authentication

Network Intrusion Detection

Office Network and Wireless Access
Password Reset and other Helpdesk Requests
Penetration Testing

Privileged Access

Production Access and Secrets Management
System Malware Protection

HIPAA Best Practices for Software Development
Patch Management Procedures

Server Hardening Guidelines and Processes
Service Accounts

Password Management

Approved Software

Firewall Protection

Platform Customer Access to Systems
Certificate Management

Host Intrusion Detection

Centralized Security Information and Event
Management

Clean Desk Policy and Procedures

Continuous Education and Skills Development
Employee Incentives and Rewards

Security Incident Response Team (SIRT)

Single Sign On

Software and Systems Acquisition Process
Software Development Process

Source Code Management

Standards for Access Provisioning

Testing and Maintenance

User Endpoint Security Controls and Configuration
Tabletop Exercise

Types of System Audits

Vendor Technology Risk Review

WWW.BRAINFRAME.COM
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Easily Track your Compliance Maturity Visually

o}
-ﬁ"lﬂrn Requirement mapping ‘ﬂ Maturity tracker

System acquisition, development and maintenance

Organization of information security 5.00 Human resource security

Information security policies Cryptography

Access control Physfcal and environmental security

Not applicable

Applicable but not implemented

Supplier relationships Asset management
Applicable and being implemented

Applicable and implemented - DEFINED

Communications security
Applicable and implemented - MANAGED

Applicable and implemented - OPTIMIZED

Compliance | Operations security

Information security aspecis of business continuity management

Applicable and implemented - MANAGED  ~ & B 2 x

A.6.1.1 Information security roles and responsibilities

Linked controls

PRC-HR-24 Information security roles and responsibilities

Evidence of implementation

PRC-ALL-24 Responsibilities and authorities for roles relevant to IS 2022 ISMS S

WWW.BRAINFRAME.COM



b & I

=

User interface - Frameworks
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Files

Tasks

Workbench

Overview

Primary assets

Vendors

Forms

Timeline

Risks

KPis

Collections

& Distributions

<

C 2

ideas/Roadmap

Profile

Settings

Logout

pc) CISOMatic

0 BRAINFRAME TECHNOLOGIES wa.r,

PRIV

ACY POLICY 20240605-3654

Switch Workspace

------

liil
i

P v INBOX

ISO/IEC 27002:2022

&

ADDITLINIGnaycincii

ormation security aspects of business contimiify']nanageme

A_S.1 Policies for information security ©
Linked controls
B POL-ALL-01 Policles for informotion security
Evidence of implementation
Commitment on Conlidentiaiity.docx
Related risks
R-001 Missing protection ogainst distributed denial of service DDoS ottacks

Linked Tasks

@ Review information security policy

A 5.2 Information security roles and responsibilities o

Linked controls

B cp-role-assignment Assignment of Roles and the Security Committee

Notes
A.5.3 Segregation of duties @

Linked controls

B cp-role-assignment Assignment of Roles and the Security Committee

Access control

Compliance

Operations security

J8

THySILal aniyu THVIIVIHITHLS! DTLUlny

—

~ Supplier relationships

Information security incident management

Communications security

Configure planning

Applicable and implemented - MANAGED -

Edit Task

Applicable and being implemented =

Applicable but not implemented -

YTy,
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CISOMatic

+ AddSOAZ T @ @ B X

SHBaZ0 |y

Applicable and implemented - MANA -

|

una::;a.//og_

Applicable and implemented - DEFIN v

&’A/GB

Applicable and implemented - DEFIN... v
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Internal Tool for Process Flow or Diagram Design "™

::T Diagram editor
\ == "'\
B 4 \ lden ify \ — \
LV 7= HiR\s\c \\ Accet | |
= \ Manageern * Quickly draw any process/diagram flow.

ey * Duplicate or Adapt Existing flows.
e Allow Draft and Published versions.

e Officially Track diagram versions.

* No more external tools needed.

WWW.BRAINFRAME.COM
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Why Brainframe? - =i

Brainframe takes away the complexity - and anxiety - of GRC tasks with an operational implementation that puts the user experience and ease-of-use first.
User benefits come directly from an embedded intelligence (continuously adapted from field experience and regulations), process automation with
templates and Al-driven logic. Onboarding services are strongly reduced via straightforward integration embedding existing available documentation and

connecting to existing platforms.

Brainframe empowers CISO and risk management professionals in their duties and assures GRC success across the entire organization from day one.

Customer is Gold

QQ customer focus. Cost Effective
ALWAYS! * Integrated All-in-one

: : solution * Feature-Rich product with

* Any type/size/compliance intuitive navigation

state is readily supported e All modules included

_ _ (don t compromise on * Focus on risk reduction

* You define our agile security/quality)

roadmap . e Value for In-house specialists

* Company based pricing AND Consultants

* Non-Disruptive onboarding (no user pricing)

|
(come as you arel) * Knowledge retention

* Focus on saving time,
* Cloud or self-hosted for reducing costs and

more control minimize risks

* Keep all corporate and
functional levels close to the IT
security and compliance reality

WWW.BRAINFRAME.COM



ISO27001, DORA & NIS(2) Coverage

1.Document Management: Aligns with regulatory requirements for maintaining, organizing, and retrieving critical documents efficiently.
We help track document changes, maturity, formal approvals, reminders and notifications to relevant stakeholders.

Using our easy document template features, you can comply with the requirements for standardizations in all domains,

2.Task Management: Facilitates systematic task assignment, ownership and tracking of work on any control, asset, supplier, risk or
non-conformity. Combined with integrations in JIRA, Asana, Monday.com you get a focused view on all relevant risk reduction work.
3.Process Management: Enables the design, execution, and monitoring of business processes for transparent and efficient process

management per department/product line. Combined with the process-driven residual risk management we give you an unprecedented Y,
contextual view on your suppliers, employees, stakeholders, non-conformities, risks and applicable legislations. * ~
4.Inventory Overview: Offers an immediate listing of all document types (asset types, policies, procedures, employees, roles and » NIS2 +

DIRECTIVE
responsibilities, contracts/DPAs/NDAs, suppliers, vulnerabilities ...), that can be provided to Authorities when requested. ’

5.Asset Management: Assists in centrally cataloging your primary asset and their supporting assets, responsibility/accountability, related
risks and non-conformities and business requirements (CIA, RTO, RPO, Privacy requirements, ...)

6.Request Forms: Simplifies following process for your staff, customers and suppliers by capturing process data with notifications to relevant stakeholders. Due
to its deep integration to the risk module, we automate the initial risk evaluation process based on form questions and replies that map to the risk reading.
7.Roadmaps/Timeline: Visualizes strategic goals and milestones, aiding organizations in meeting regulatory requirements for clear, strategic planning and
milestone tracking. This includes the audit planning, risk reduction and non-conformity treatment plans as well as any other work you planned.

8.Risk Management: Significantly accelerates the management and mitigation of risks per departments/product line with easy risk documentation,
prioritization, timely review tracking, risk evolution in time and risk reduction based on planning mitigations.

9.0bjectives Tracker (KPls): Monitors and facilitates key performance tracking for different stakeholders with a central overview per department/product line.
10.Dependency Tracking: Provides visual and automatic insights into how assets, processes, suppliers, risks, non-conformities and controls are linked together.
11.Document Distribution: Automates distribution of documents to stakeholders and employees with collection of proof for “Read and understood”. This
module can also be used to host and collect evidence of your department specific trainings and procedures using of video, PowerPoint, PDF and other martials.
12.Requirement/Maturity Mapping (SOA): Maps controls to requirements and tracks compliance frameworks' maturity. Thanks to its deep integration with the
task manager and evidence collection, you can quickly show your progress and highly improve your efficiency during audits,

13.Diagram Editor: The build in editor allows you to draw and instantly store different version of your different process flows

14.Website snapshots: Quickly capture any website (terms, vulnerability, documentation, ...) and link it to your suppliers, risks or other investigative work
15.Multi Entity Management: Keep common data centralized (e.g. policies) with “golden documents” that update in all workspaces, while fully isolating entity
specific work in dedicated workspaces. On governance level you can manage who can access which parts of your different workspaces for full control

X Lk
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Brainframe Pricn g = =Rl

We believe that a good management system should be accessible to any type/size of company because it is the most critical component if you are serious about improving your current
quality/security/compliance posture. This is why we have a very simple and cost effective pricing model, making our solution a no-brainer choice to do things right.

No per user licenses All modules included

Grow as your company grows, but without the hassle of buying a license per user MNewver compromise on quality/security/compliance due to the choice of a features

Free to get started Training & consulting

Take your time to test out our system without paying. You will never want to go back Thanks to our network of trust we can offer tailored consulting services to quickly

to managing documents locally bring you and your teams up to speed.

WWW.BRAINFRAME.COM



Brainframe Pricing

Tiered usage limits

The next tier with double limits

is only +30% price increase

Yearly contract

Self-hosted = +20% and a onetime
installation fee of EUR 1200

Reselling is possible for consultant
companies with a minimum purchase of

5 workspaces

Features
Integrated task management
Word/Excel/PowerPoint editor
Full version/audit tracking
Document approvals

Integrations (Jira, Confluence, ...}

Workspace/Legal entities isolation

Guided onboarding/migration
Customer support
Active management users
Employee/External contacts
Primary assets
Documents
Risks
KPls/OKRs
Document distribution sets
Visual dependency collections
Process checklists
External Forms
Managed frameworks (SOA)
Al document/risk assistant
Self hosted

All plans allow you to vote on our
roadmap and submit new features

Free

Included
Included
Included
Included

Included

1 hour

Per email

10
20
50

15

Coming soon

Mot possible

YL Ly,
-~ -
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Included Included
Included Included
Included Included
Included Included
Included Included
1 Flexible
4 hours Flexible
Per mail & phone (12h) Flexible
25 Flexible
150 Flexible
50 Flexible
1000 Flexible
100 Flexible
25 Flexible
10 Flexible
15 Flexible
20 Flexible
20 Flexible
10 Flexible
Coming soon Coming soon
Possible Possible

EUR 2400 [ year (Excl VAT) Contact us




Brainframe Customer Testimonials
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Brainframe is on the market since early 2022 and is proud of its growing customer base of 30+ companies in different domains

(fintech, governments, insurance, healthcare, MSP, consulting, 10T, security, ...) with ZERO CHURN to-date!

This accounts for more than 500 satisfied and successful users that interact with our service on regular basis to improve and

control their GRC.

“Brainframe is the solution | wanted to work with at
the start of my career, because it allows me to easily
manage all the tasks that fall to a CISO. In terms of
compliance, the controls carried out and the evidence
of these controls, all our assets and the risks
associated with these assets, are all in one place.

Thanks to the flexibility of this solution, I've been able
to continue using and centralizing my existing
documents. This centralization has enabled me to
save many hours in managing our GRC program.

The Brainframe team listens to our needs and thinks
along with us at a management level, providing
advice on best practice while implementing the new
features we request very quickly.”

Jean-Yves MATHIEU
C1SO NATIXIS BANK

“As a consultant, time is money. Using
Brainframe saves many hours per week by
centralizing all the management in one place.

We were able to implement our own
methodology and way of working into the
platform allowing us to keep a strong
competitive edge while at the same time
standardizing our way of working with all
customers and significantly reducing the
onboarding time for new clients.

| love how quickly the product is evolving,
constantly adding new features that make sense
without additional costs/upselling.”

Luc COTTIN
CISO Rcube, CEO Rsecure

WWW.BRAINFRAME.COM
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Use Case - NatixisBank 2 FBRANAIFRAME

Brainframe was chosen by Natixis in early 2022, with the main aim to fully digitalize the GRC program of the bank.

In less than 30 days their key GRC processes were migrated to Brainframe thanks to the support of our GRC experts

-
' P Targeted issue(s) Missing digitalization Solution Brainframe GRC platform
T '

* Holistic GRC management solution

Difficult to manage multiple

e fons/sEnie R ealEiens e All you need to manage in one Digitalization
* Compliancy visibility & Maturity Level
» @rellensing o slien mEnEEema: * Unique everything-is-a-document approach
teams
Value for Natixis bank ek @ ceet realuetian
* No clear view on risk/complianc . .
status JEeimEl e Direct benefits
* Fast import and integration of existing
. . documentation
* Time consuming document approvals e Context . Ty
and other process implementations in ontex g\./vare LS AR S AL S AL
the field conformities
« Simple + effective risk management & prediction
S iR o e e * Easy-to-use tool for internal/external managers
tasks, risks and non-conformities . .
Indirect Benefits
5 @rllsiging sy * Self hosted allowing us to fully protect the way
we want
document/understand assets and COST/RISK
/ | COST/RISK S

e Top-notch DMS system
* Automation with forms to bring information to
CISO/DPO

their dependencies

WWW.BRAINFRAME.COM
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Use Case - Rcube, Rcarre & Rsecure Luxembourg 77"

Brainframe was chosen by Rcube, Rcarré and Rsecure consulting in early 2022, to help scale the management of multiple customers

Today they manage the GRC work/documentation for whole Rcube and many customers in a standardized way using Brainframe

Targeted issue(s) Missing digitalization Solution Brainframe GRC platform

e Multi entity GRC management solution

e All you need to manage in one Digitalization
* Compliancy visibility & Maturity Level
* Unique everything-is-a-document approach

Value for Rcube Risk & cost reduction

. .
No central view for customer and us Direct benefits

to track progress on tasks/risks/non- .
. * Low time to value for our customers due to fast (L)
conformities and other works I CORER

. oL * Clear view on risks/non-conformities per customer—
* Onboarding of new customers is time P RISk 3
consuming

Missing standardization among
customers

e Challenging to switch context
between multiple complex customers

* Easy delegation/follow-up of tasks to customer

) : i * Standardization of compliance work COST
e We had no “continuous link” with our P

end customers ) .
Indirect Benefits

* Ability to self host with our own domain name
e Constant evolving DMS system with new free

* Difficult Evidence collection and audit

; "
traceability features
* Easy adaptability of Brainframe to our customer’s
[ cosT §]
needs

WWW.BRAINFRAME.COM
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TCO: Maximize Savings and more Value over Time - 777"

At Brainframe, we realize GRC-related TCO is much more than just licensing or infrastructure costs.
With Brainframe, you will comprehensively address and minimize all your GRC related costs, incorporating onboarding and constant

value addition while reducing your risks.

Some of the features that Brainframe implements to keep your TCO under control:

* Al power guiding you with best practices, document reviews, auto-documentation
* No development costs for new common features

* No hardware costs (using cloud solution for optimized infrastructure)
* No additional maintenance costs

* Just-In-Time access to specialists*

e Community driven knowledge and expertise sharing*

e Consulting & professional services for best practice onboarding

e Standardization of your compliance

* Integrated auditable trace & document storage

* Corporate Knowledge retention with constant auto-documentation

* No additional tools are needed for GRC management

$y ¥ ¥

Reduced governance, risk and compliance costs

(*) These elements are included as part of our near-term roadmap, but Brainframe Technologies reserves the right to change feature content or timing of this roadmap if customer priorities, industry standards or technology evolutions require so. WWW.BRAINFRAME.COM
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Brainframe Roadmap

You as a customer help define our roadmap by using the integrated ideas/voting system that allows us to keep focused on your needs. Weekly cloud updates are done

using automated agile methods that never impact your operations. The self-hosted solution receives monthly updates including all cloud delivered improvements.

Y2024-Q2/Q3 Y2024-Q4
—
* Al copilot (automated onboarding, risks, * Multiple Integrations (Google Docs, * External auditor view integration
policies, procedures, T&C review, DPAs, ...) Monarc.lu, Serima, API, Snyk, ...) e Business continuity management
* Add tags on SoA to configure multiple levels * Al powered agents (document e Quantitative risk management
of target maturity or other purposes review/collection, report generation, * Live content updates using plugins
* Define review policies for document types automation) e Self-service backups restores
(assets, vendors, workbench, risks, ...) e Custom report builder
* Allow external contacts to do document * Gamification
approvals e Cyber defence matrix mapping
* SoA audit & versioning * Threat intelligence integration
e Build your own compliance packages to share e Additional Integrations

with community/customers including flexible
rollout planner linked to deadline

e Auditor directory

e Consultant directory » Security/Compliance events

e Security software directory

. 1
I Committed Planned I (*) DISCLAIMER: Brainframe Technologies reserves the right to change feature content or timing of this roadmap if customer priorities, industry standards or technology evolutions require so.

N e ———— WWW.BRAINFRAME.COM
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Brainframe roadmap - Al CoPilot

We are preparing the release of our Al CoPilot that will help you work much more efficiently

BRAIN m FRAME | COPY CURRENT SESSION

H e I ps yo u ge n e ra te Ie a d S (Wi d get) Thank you for sharing the details about management commitment. Next, let's identify the key roles related to the ISMS within

your company. Could you please specify the roles and responsibilities of individuals involved in the ISMS, and mention any
roles that might be missing or need to be filled?

| We have an Information Security Manager who oversees the ISMS implementation. )

| Our IT Manager is responsible for technical security measures.

You control the narrative/questions

’:\ We have a Compliance Officer who ensures adherence to regulotory requirements. )

[ We need to appoint a Data Protection Officer to handle GDPR compliance. )

[ Weare missing a dedicated Risk Manager to assess and mitigate risks

Brainframe keeps track of conversations

We have a Compliance Officer who ensures adherence to regulatory requirements. We have an Information Security Manager
who oversees the ISMS implementation. We need to appoint a Data Protection Officer to handle GDPR compliance.

for audit purposes

1. Context 80%
Thank you for the information on roles and responsibilities. Now, let's identify the key stakeholders for your company that
could influence the management system. This includes any special SLA, security, or compliance requirements they might have.

2. Management Commitment 80% Could you please list your key stakeholders and their specific requirements?

o ( Our key stakeholders include our clients, who require strict adherence to GDPR and 1SO27001 standards ,'
IVI I . I . . . | | | 3. Roles and Responsibilities 80% h -
u t I CO I I I p a ny ro e I nte rVI eWS I n p a ra e ( wehavea partnership with a cloud service provider that mandates specific security protocols. \,'

4. Stakeholders 0% = o ! 2 :

\ Our investors expect regular security cudits and compliance reports /}
' | We work with a third-party vendor who requires data encryption and secure data transfer protocols
5. Primary Assets 0% -

I nteg rates & Creates CO nte n d d i re Ct Iy 6. Internal and External Issues 0% Type a message... / \Q/ @

inside Brainframe GRC

(*) DISCLAIMER: Brainframe Technologies reserves the right to change feature content or timing of this roadmap if customer priorities, industry standards or technology evolutions require so.
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OUR CONTACTS m

o +352 27867914
WWW.BRAINFRAME.COM

INFO@BRAINFRAME.COM

Luxembourg

000



https://www.facebook.com/BrainframeCom
https://twitter.com/brainframecom
https://www.linkedin.com/company/brainframecom
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